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Server 2012 R2 Y Server Core
» Citrix® Bk FAS REFEA A FEAM Citrix ZBHFEIARSS 2R Lo
« Windows Server WiZZE{R{P. EFBROHRIEMAVIEBMFLAEE, MMEEH Esh/9iE P i
RiEH, #FERERERGAXLERPIEBMFATA,
« FAS PowerShell cmdlet E3K1E FAS ARSE 28 £ &% Windows PowerShell 64 i,

« F=Z Microsoft {RAVIEBIANAIF BEN A B FIE+H.
7£ Citrix Virtual Apps 3¢ Citrix Virtual Desktops™ FYERZE ik s
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TERMECE

ZEMIZEIRR

1. ZEBEBMRIEARS (FAS)
2. 7% StoreFront =i 2R FAS &4
3. ECELHFRRE

4. fE£F FAS BIEZFIGHITUTIRIE | (a) BRBRMBVENR, (b) REIERMANM, UK (c) &I
FAS ERERBEB AN

5. ECERF AN

RS B IIERSS

NELEN, Citrix® BiFEBEE B IIERS (FAS) RETERRSSR L, ZRSSBNFRIPFARN
B EHI2RsiE B AVIMELL EA ISO &, JUNBhEITEMRE LI BE B0 I0IEAR
SIRHATE FAS,

XN T AN -

- XE S MRS

BT 2B & FAS BY PowerShell B2 7T cmdlet

FAS EIBZHIE

FAS 4A5RB&IEHR (CitrixFederatedAuthenticationService.admx/adml)
FAF {8 S B A VMBS B AYIE BAENR S
MHaeitEs: 1 EHEE

£ StoreFromt™ fZfi LS F FAS &

E 7T StoreFront ZfiE EEF FAS 5%, 1BUEERMFIEITULT PowerShell cmdlet, f1REFZ
NMEE, HEFEBITARRE, W TENBRRERXATRERSBRIARE,
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

B(=1LfEA FAS, BEBLLT PowerShell il :

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

ECiE (T Ehlda™

E(FH FAS, i5¥F Citrix Virtual Apps 3§ Citrix Virtual Desktops™ Delivery Controller Bgi& S r]
EEE'ER StoreFront fR5525 - 3BT Set-BrokerSite -TrustRequestsSentToTheXmliServicePort

$true PowerShell cmdlet,

Ao E4H SRR

L& FAS Ja, BOIERZEPIREAVARBIRIREARIEPIEE FAS ARS525A75CE DNS il

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15
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HRARIBERZIER StoreFront fRSZ 238U K IR EHER Virtual Delivery Agent (VDA) EGHHEIRY
DNS it E, DIEHAREY RN AN BMRSSRES.

REEER, UTROEEEINEE—ERBTFRRAEITENEREE  BXHIENE, RE
StoreFront fR5525. VDA #3517 FAS BIEEHI S BITEVIEE)ERERY DNS #it515R, FAS BIAJIE
BiE1T. 1BAER, AXRBUREASTIFERI—ERSIS, MREAZ IR, ZFR5ISHH4M
Pthg,

W 1. 7E %% FAS B9BRS525 £, %I C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx # CitrixBase.admx X4 UK
en-US X%k,

i PolicyDefinitions |- [ = [
i(—) - 4 | . « Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions o |
a
~ . .
4% Favorites MName Date medified Type Size
B Desktop . en-US 22/07/2019 09:04 File folder
& Downloads || CitrixBase.admx 019 12:28 ADMXK File 2KE
=] Recent places || CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMXK File 4 KB
I 18 This PC
A
3 items E =i

IR 2. (XXM & HIREaVEESGISR, FFEBKET C:\Windows\PolicyDefinitions 1 en-US F
XfFEA,

I 3. i51T Microsoft BIBIZHIE (MMH1TIEIT mme.exe) o MRE=H, &R XG> FRI0M
PREEETT, 0 ARKREERESS.

LRSI TR AR R, HFENE, RAEEFBRIAERE ., 3E, EUUERMETIER
SRR IR QB HIERIE LA RS R, M\’)ﬁHJtt%B%F' BFEIT2 MM Citrix 20 (VDAL
StoreFront fRS528. EETE) WFREITEN.
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a Console1 - [Console Root] (==l x|
i File Action View Favorites Window Help E
| [ = Select Group Palicy Object [ x

] Console Root H Neme

‘Welcome to the Group Policy Wizard

Add

‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions

Ayvailshle snap-ns:

Enap-n

=Deviee Manager

" oHce

(= Disk Management

E Dns

T Entenpriss PRI

2] Event viawer

IR eMer

2 Group Palicy Management

[ Group Policy Management Editor
= Group Palicy Object Editor

&[ Group Policy Starter GPO Editor
| Intermet Information Services (T15...
B, 1P Security Mariter

< [ [

Fids

_ﬁﬁﬁﬁ;ﬁ

7’5-:

Desaiption:

ar on a local computer.

Group Policy Object:

Mare Actions .3
Group Policy Objects can be stored in the Active Directory
Lise the Browse button to select a Group Policy Object.
Domains0ls | Sges l"
Lookin: (53 cirtest et v B EE-
Diomains, OUs and finked Group Policy Objects:
Hama Domain

This snap-n allows you to edt Graup Policy Objects whid

17 Domain Cortrollers ctridest net

iE| Defaut Domain

of stored on a computer.

HR 4. SMB T ENEE/ RS/ EIREEMR/Citrix AH/SHIIE P B S5 17 IR SRR

[G@ File Action View Favorites Window Help - |5 %
LG E) L 4
= ComsteRoet Al e [prm
4 = Default Domain Policy [de.citridest.net] Policy .
4 & Computer Configuration ed Se mg .
5] Policies E ederated Authen
Edit policy cetti =2
b ] Software Settings it policy setting ,-_-\|'fdnr!fn-ant ;;:rsﬁl:lule
b 5] Windows Settings Description: 1i2] In-session icates L .
4 [ Administrative Templates: Policy de Servers running the Federated More Actions »
4 [ Citrix Components Authentication Service integrate your
o Citrix envirenment with your Active
: lj zﬂulhenhcauun = || Directory infrastructure to allow users
v [ Citrix Companents ~ || ta log in with non-Active Directory
¢ [7] Contrel Panel credentials (e.g. SAML assertions).
b [ Mebwerk
[ Printers IF you enable this pelicy, you should
0 Server specify a list of servers running the
L Federated Authentication Service
[ Start Menu and Taskbar using their DNS addreszes
b [ System (usercredentalsenvice.company.com).
b [ Windows Components
[ &N Settings
b ] Preferences
4 & User Configuration
4 || Policies
p [ Software Settings
b 0] Windows Settings
4 [ Administrative Templates: Policy de
4 [ Citrit Components
a | ] Citrix Receiver
[ Client Engine w < [ E
(< ] | 2| | Extended / Standard /

© 1997-2026 Citrix Systems, Inc. All righ

ts reserved.
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R

L IZRF CitrixBase.admx/CitrixBase.adml 2RS4 7I0E] PolicyDefinitions X438y, BXE&
MRS RIS BNTE GPO LA A, &SRS EKIEEMERYIT EIEE
H">“Citrix ZHH">“F R IRIUE" Ko

\

SR 5. ITHBRES BMINIERSREHEF BER ., XFATFREFEBNIEE, EUEHPEE
FAS AR552509 DNS ik,

& Federated Authentication Service - O X
Ei Federated Authentication Service S e
) Mot Configured Comment: -
® Enabled
(O Disabled .

Supported on:

Options: Show Contents \;Ii-

List the installed servers in youl . DNS Addresses

DME Addresses Show... Value

» fas-1 citbdest net|

Ok Cancel App

SR 6. WAFE FAS BUARSSSBRBITEREE % (FODN)o

BISME - MRHAZD FQDN, MFIRMITFTE StoreFront BR532540 VDA ZBJATRIF—, X
SIEEEHRFEANTIEREE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18
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$R7. 2HWERLARKASHNAARKELR, EAFEENEITEN (FMNGRITE
17 gpupdate Iforce) FREFEHLEM,

RIERIEHT B E ISETFFER

A |n-session Certificates = O *

E} In-sessicn Certificates Previous Setfing

(O) Not Configured Comment:

(®) Enabled

() Disabled

Supported on:

Options: Help:

Prompt Scope | Per-process - Certificates and private keys securely managed by the Federated
Authentication Service can be made available to pregrams running in

Consent timeout (seconds): users' sessions, If this policy is disabled, this feature will be
unavailable.

30

If this policy is enabled, the Prompt Scope setting will control how
Disconnect on lock users are prompted for consent. There are three options:

- Mo consent required  -- This option disables the security prompt
and private keys are used silently.

- Per-process consent  -- Each running program will individually
prempt for consent.

- Per-zeszion consent -- Once the user has clicked ok, this will
apply to all programs in the session

If this policy is enabled, the Consent Timeout will control how long
(in seconds) the consent lasts. So for example, if set to 300 seconds
the user will see a prompt every five minutes, A value of zero will
prompt the user for every private key operation.

If this policy is enabled, it is also possible to automatically disconnect
a user's session rather than display the legon prompt. This
functienality provides sirmilar behaviour to the "disconnect on smart
card removal” pelicy, and is useful for situations where users do not
have Active Directory logon credentials,

RIERIEBZHE

FHRINBERT, VDAEBREAAFIFRIER. IEXE, B FERARBERNRIERIEBEE
RGP, XREEBRENMEBRETRFNDNEREES, UWHNBERER. fii, MR
VDA 2IEHREEN Web ARSZ25:#H1T TLS BMIIE, M Internet Explorer A MAERIZIEF.

BT MR

NREALLERRS, WHAFMERRN, HESEIAER, LERHES BIRE e FIRT
ERRIRAELIAIITH, FEX TP RSB Active Directory B RERMEREE A,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19
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PE BT FERRERE A T VDA LRFBE R

(ERNKE B MIIERSS EREH S

FAS EIEZHIS{EN FAS BI—EiN %K, BMIREFIME—TEM (Citrix XS H1DIRIEAR

5) o

BREAEEZEFSN, ER5IRERA—TEE, ZIIZEBIEBER. REIEBMANIGFHE
I FAS ERIEBMANM, FESBEUAIUERRERFEETIEF 5T

Initial Setup ‘ Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates

Deplay the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

ERZIE PR

MRS HEMRGERFIERIE, FAS 27T =1 Citrix IEBRIREEB S ER.

 Citrix_RegistrationAuthority ManualAuthorization
 Citrix_RegistrationAuthority
 Citrix_SmartcardLogon

XLEAE R ATITE Active Directory F7EM . MIRZFFISHATIEN], BBIEBERTETUREE
7o T EXRFUEFEES WM BRI ETT,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20
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Important:

When you click "0K" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_Registrationfuthority
- Citrix_5SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can alse be perfoermed manually. For mere information,
consult the online documentation.

| ok | | cancel |

IR ERE AT A TERE FAS &MY B4 7 certificatetemplate BY XML XX HHRE], BEER
C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates
INRITRA TERXERRENIR, ERERMHL IR Active Directory B 5,

BFLEERNR, ATLUERLLT PowerShell 545 :

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 21
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%8 Active Directory IEFIRSS

R Citrix IEBIERE, BIFELHE—DHZ Microsoft IERBMENMARS S £, B X AR
Z Active Directory IEHARSS, 1EEIH Microsoft X135,

IMRBIRAREAHEED TSR L, W IREIEBHATA TESRHULGENINER, ST
BSHERIEBMANMNRNAF SMETIHIE,

GEPENR ] LAEER Microsoft IERMANMIZESIE X, )

- Set Up Certificate Authority -

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistraticnAuthority_ManualAuthonzation
- Citrix_RegistratiocnAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator,

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

ca-1.citrixtest.nef\citrixtest-CA-1-CA |~

oK | | Cancel |

IRANEX S B TIEARSS

FBEEh FAS BB, BEIRHEH| &M Citrix_RegistrationAuthority ManualAuthorization #&#k 4
BOIERIER, AENELERLZHBIZERNEHR—MEBME N,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 22
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1 Citrix FAS Administration Console - connected to localhost

-= (O x

Initial Setup ‘ Rules | Advanced

Ceonnect to another server

Refresh

Complete these setup steps:

\/ Deploy certificate t
The required templates are d

Click "OK" to submit a certificate request for a Registration

Authority certificate to the selected Microsaft Certificate
Authority.

Set up a certificate
The CA Administrator must sign in to the Microsoft Certificate

The authorization templates Autheority consele to issue the pending requast.

Click "Publish” to publish the For more information, consult the online documentation.

Authorize this servi Certificate authority

Create an authorization certi ca-1.citrixtestnetcitrivtest-CA-1-CA

Create a rule

A rule defines a smartcard-cl]

You have no rules configured,

Deploy

Publish

Authorize

Create

BREZEE, ERHITE Microsoft IEBIMAH SIS HY HREIER JIKRF, IEPMANEERER

INERR ik o B4 1ZiEK, SAIS FAS BIERE FRE4REE,
BB FERIER,

BAR, BNEKETRNFKE FAS it

lFiIe Action  View Help I

e x| 6= H

i) Certification Authority (Local)
4 g citrixtest-CA-1-CA

Binary Request
..... BEGIN NE...

Request ID

The

Request Status Code Request Disposition Message Request Submission Date

L Ll e 17/ /3010 10,4

1 Revoked Certificates [ View Attributes/Extensions...
[ lssued Certificates Export Binary Data...

] Pending Requests

] Failed Requests =

[ Certificate Templates Deny

Requester Name
CITRIXTEST\FA5-18

Request C

(<] m [

[>]

Contains actions that can be performed on the item.

ARBEE AEES, ARNIEBERERE MA 5 54, FAS BEEF GBIt 2 AN

BYo XPJRERELDFhATIE,

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Puklish" te publish the templates on anether certificate authority.

Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment,

You have no rules configured.

ECiERR P AN

P MNIZAARYE StoreFront B3ERMART VDA EBRMKSIBEARAMERIGER. SXMNEEET =
fE1ERY StoreFront BR3588 (AJIEKIED) « EIEKIEBNAREURFHERXEIERR VDA itE
Mg

BEITR FAS 1RIE, WAEXRIAMN, S SUEE LGN, SitiesiNEm-FHSE elE
M, mSIUEEXANFRFER.
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||n|t|a| Se-tup Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default V74 @ Summary

Rule name: Default

Status: oK

Template: Citrix_SmartcardLogon

Certificate authorities: ca-l.ctrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured

Restrictions: Mot configured

Cloud rule: Mo

ASRWENTER:

Bk . BTFMA B PIEBRIIEPER, XMWiZE Citrix_SmartcardLogon &k, =& 2 HIEXEHE
X,

IEBMANM © 5% BPIEBRIERMANAE. ERGARIEBMANE LS. FAS FEFRMZD
IEBARA AN AR I R PR 4L 7% A0 Th 37181,

REAFER | AFRBERER ETIEFIEBRERREERE) VDA BER. NHEFLEARESHR
IEEGIENER FEF LR, NRREFIER, WIEBNXBTFERNEREE, HERFPES
PRI RTAIBEER,

e | SN NARERNETMEEIEKIEBIREE StoreFront RS2 BT %K.

WIEHE IRENREUEXERE, YIEEEE,
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Securty

Group or user Names:
-STF-1 {CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

PR : AI{FEH FAS B RAFPH VDA iHENFIRUKANLET FAS MAIEBRIAFSIR, VDA FIRE
NI BN, BRARBRIAASEREF ; MRBINMEREE, FJUER,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication

AN HETAXH.
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27



BE B I0IEARSS 1912 LTSR

=& RE

IEaI L QIR E M N5 | B RERGEPIRRMBEN M, XEARRMNTLVE I U EAERRE
BN, XN IU BB HARFER StoreFront fRZBE A, XLERZBEER B NIRLTR
IEREFN, ERIABRT, StoreFront 7EB£% FAS BFiEK default, BJLAfE AL FRARAD B IEINE X
HigE,

EOIZFHENERIEMR, 1BETE Microsoft IERML NS S H £ & Citrix_SmartcardLogon &4k, I
HEMm% (fla0, Citrix_SmartcardLogon2) , HiREEZEEHITENR., BT BRI KEIEHHEF
LA | B #TIEBENR

ALERSE
« MATRHFALRES, PRE FAS IRSILBEIFRE,
o EITIETTEEE M Virtual Apps and Desktops ZEEIZF R ALK FAS,
« TEFHER FAS ZHi, &% Controller #1 VDA (UK EMIZOAY) FA&BIFFERA.
« TEFAR FAS ZHl, IFHAIR FAS BIREZEHIEE X H.

« BFRBEAEDE— FAS IREB[TH, MNRZEIRSEZTHERT Federation Authentication
Service BY StoreFront fRZ 281418, MAR TESERHE N AER.

REIEFW
FAS BAEEMMAHMES, AFEARENEAN BEMEES. Fit, SIEHTHELERY
R FAS RS BHRBIERIEREE,

EREEMAE
FAS S 7S EMATERINAE FFIEB. Microsoft SEBMANATIIFHER] FAS ARSS 58 T LUSE R
SRR, DURRH) FAS ARSS 2R RTLUN I B P A IE .
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Extensins | Certficate Managems:
General | Poicy Modue | B Madue
Envolment Agerts | Auding | Recovery Agerts | Secuty

For more information see roll A
() Do not restrict enmliment agents
() Restrict erroiment agerts

Enralment agents:

Citrix SRFVZINECEXEED, LUE FAS (NATHIRFMAIES. fIal, &IFELE FAS MEEADL
RIRIFA P AR B R IRAIES,

RIS R ECE

N EEBERAF AN SoPmd, N MECE— StoreFront BRSSERFIKR, XLARSZI|/IEMAIUEBITZE
EA]m FAS ERAR &1, BEiF, ERIURGIMLERFARRFIES, URMITRILREEL VDA it
BHN#HITEH I, XEEEBEMNERATE Active Directory SUERBMANIMEZETHEELZ S AIHMN T,

BrAIEIRE

FRE L FAS RS 2RRBEEEAET RO 80 #H{THEE H¥IER Windows Communication
Foundation (WCF) Kerberos FI£&iE1%,

EHAEEN

FAS #1 VDA #{ERF A Windows EHE . XETAFHEMAMEITER. FHEE HOHIH T I8
ERHEFEERE.

UL 2RIR

FREMAIR, & FAS AR FIERRIFAER, EBERMEIRSIKP FEARRT SRR, NREN
ZERIEER, FAS SHIHERMEBEAHZ EER,
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ERNNZECE A 7£ FederatedAuthenticationService.exe.config X E], XLEGBIEE X OIEF
AN A, R, FMAEFLAER (FIE0, 4096 fiI, = TPM RiF) FE{TEAEFIERAUERRE
FIRIE,

B WiEA

ProviderLegacyCsp RE N true BY, FAS £ Microsoft CryptoAPI
(CAPI), &N, FAS fEF Microsoft
Cryptography Next Generation APl (CNG).

ProviderName E(FFHR CAPI T CNG 1IEIZF AT,

ProviderType & Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, NIA&N
24, FRIEESE HSM 5 CAPI &R A HSM

HNEBEME.
KeyProtection EHFLAN A S H NS, MNREHSZR, B3

WEAREFaRR (TPM) BEiREE,

KeyLength RSA FAFARVEAKE., ZHRAVEN 1024,
2048 14096 (RAIA{E : 2048)

PowerShell SDK

RE FAS BIR{E4| 5 EATFEBEE, B PowerShell REIZMHT ESLNET, YGRS
R A FRYEIAY, Citrix EiINI{#EHA PowerShell #1THCE.

W84 700 PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

£/ Get-Help \<cmdlet Z#> 27 cmdlet #Bi, TRIHT /L5, HEA * RininH
PowerShell 5538 (f5l%0 New. Get. Set. Remove) o

By Bk
*-FasServer FIHHEFACE HaIF RPN FAS RS 25
*.FasAuthorizationCertificate BIREMVIER,
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wne B

féb

*-FasCertificateDefinition

24 FAS B TERIEBREH.

*_FasRule EIETE FAS LEEERIAF AN,

*-FasUserCertificate

FHHEIE FAS E£1EZHER,

BITIETE FAS fRSZ2:A94E, BTLURFZ(ER PowerShell cmdlets

& X FAS PowerShell cmdlet I 8., 15&I% PowerShell cmdlet,

MERETT RN ER

FAS 2 & —HRA T HhHEREREMRE TS,

(=) Performance Monitor = | 1=
@ File Action WView Window Help - |8 =
o znE D= B

@ Performnance
4 g Monitering Teo
B Performanc

I - Data Collector ———
. Select counters from computer:
b [ Repors

<Local computer >

Available counters

Instances of seledbed ohjack:

125315 12:50:22

TRIG T ARANITER. ASHITRER A D HRREITE,

=Y

B
B

JETIRIE FAS BRERBVIEIELL
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ey E::3U
% CSR BB AL IR RVIE FHIFKEL
FhIRIRIE BOHRITHRLTRIRIFE.
TEKETE] E R EZBIE B R RIATIEL
IERIT# FAS FREEFRIERE
898 CSR O ERIERBEBIERE.
&/ FAS RIS RS9 % CSR i HimE, B

BN AT SRERAN.

FHEE

TRIET FAS ERSEHHEERB.

EHEN
KRR FAS FR5SBEREEREER,

BERE
[S001] A E)#3ELE © FBF [{0}] K=& Administrators AR 5
[S002] iAR)#R4ELE : FAF [{0}] A=A {1} WEER
[S003] BIER [{0}] FHEFREIKERN [{1)]
[S004] EIEF [{0}] EF CA [{1}] #&#k [{2} and {3}] #1T/E A
[S005] EIER [{0}] BUEREMN CA [{1}]
[S006] EIES [{0}] IEFERIZFRVEREX [{1}]
[S007] BIEF [{0}] EEEFEBEX [{1}]
[S008] B G [{0}] IEETEMIFRIEBE X [{1}]

[S009] BIE R [{0}] BIEBFAL [{1}]
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BERS
[S010] BEIER [{0}] EFAL [{1)]
[S011] EIEG [{0)] MBRAE [{1)]

[S012] EIE R [{0}] BIEEUES [upn: {1} sid: {2} role: {3} Certificate Definition: {4} Security Context:
{51

[S013] BIEF [{0}] MIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] ‘B [{0}] EIBIEFHIEK [TPM: {1}]

[S016] BIER [{0}] SAERBUIES [Reference: {1}]

BERE
[S401] IEFEHITECE F4K -- [From version {0} to version {1}]
[S402] $8iR : Citrix Bt & B P IIEARS M UL MLEBRSS B 133517 [currently running as: {0}]
[S404] 32HIERR Citrix Bx& B A KIEARS BURRE
[S405] FEHREMEMRT B BBIRER L E55IR  [{0}]
[S406] BB M EMFRIREIBUREE M CEE @ BPIERRIER)
[S407] BT EMRMEBIER IR IEIEE, RAKIEERER
[S408] TiEBFLRECE -- [From version {0} to version {1}]

[S409] ThreadPool MinThreads B M [workers: {0} completion: {1}] H%79 : [workers: {2}
completion: {3}]

[S410] #HESF ThreadPool MinThreads M [workers: {0} completion: {1}] %5 : [workers: {2}
completion: {3}]

SRS
USEANRS RIS AAERE, KEBHRE FAS REBETHER.
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AEAE
[S101] ARZ54% [{0}] EANFEAE [{1}] FEFS SR
[S102] ARS352% [{0}] REEHTE UPN [{1}] (F& : {243}
[S103] ARS32% [{0}] 3E3K UPN [{1}] SID {2}, {BZ#:R[E] SID {3}
[S104] BRS5 25 [{0}] FREEMTS UPN [{1}] (B [{2}] RACIFLL UPN)
[S105] BRS5 25 [{0}] X EAMIS [upn: {1}, role {2}, Security Context: [{3}]]
[S120] IETE[E [upn: {0} role: {1} Security Context: [{2}]] MA&IE+H
[S121] IEFBEH [certifcate authority: {2}] MM &4 [upn: {0} role: {1}]
[S122] 4 : BRS328:3 & [upn: {0} role: {1}][E7 ¥IEKE {2}
[S123] Z#ES [upn: {0} role: {1}] [exception: {2}] M &IEH

[S124] ZKEEA [upn: {0} role: {1}] 7E [certifcate authority: {2}] [exception: {3}] A& IEP

ERE#A

Y VDA ERAFH, XLEHEHAHRE FAS BRSH LISTHHER,
BERE
[S201] 1E%i7 [{0}] TAUAIAER,
[S202] {E#i75 [{0}] AAIEIES,
[S203] fE#i75 [{0}] TAAIEIER CSP
[S204] fE#i75 [{0}] IETEIAIA [upn: {1}] 9B R CSP, AEH : [{2}] [Operation: {3}], H [{4}] #=1X
[S205] ERAMKF [{0}] A=A [{1)] #HERA
[S206] A [{0)] AEEHA

[S208] #1$A121ERIK [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
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RENTEHRSE
HAFEARIENIERN, XLEEHRTE FAS RS LIER.
BERE
[S301] iAiA#IEL © AP [{0}] TAUA AR LIEEE£
[S302] AR [{0}] &K T RANBIELIE 8+ [thumbprint: {1}]
[S303] i5iRI#IEL: © FAF [{0}] SEBIEEEF [upn: {1}] AITAD

[S304] AR [{0}] EHEN [{2)] L5B1712RF [{1)], ERELIEEEF [upn: {3} role: {4} thumbprint: {5}]
BITRAERIRE [{6}]

[S305] #:EA121ERNK [Operation: {0} upn: {1} role: {2} containerName {3} Error {4} {5}]-

FAS BT S
XLEEEMHR FAS TS EMHIER,

BERE
[S500] FKACE FAS M st
[S501] T/EMEHBECER FAS WS [exception:{0}]
[S502] FAS WS4 E NN [pluginld={0}] [assembly={1}] [location={2}]
[S503] AR5 28 [{0}] SRAEMTE UPN [{1}] (RIMTERERE, BiEM {2} F2H)
[S504] ARS3 88 [{0}] SRAEWTS UPN [{1}] (IRETEREIE, BRACE FAS &)
[S505] AR5 2% [{0}] SRAEETS UPN [{1}] (FfF [{2}] R T ERFZHE, KSR [{3)], HEA [{4))
[S506] Hf [{0}] #32 T RBARSER [{1}] B9 UPN [{2}] WBEREIRE, HEN [{3)
[S507] ARZ52% [{0}] REEMTS UPN [{1}] (&4 [{2}] =& [{3)])
[S507] ARS325 [{0}] REEMTS UPN [{1}] (FEf [{2)] HEFE [{3}])
[S508] AR5 85 [{0}] SRAEMTS UPN [{1}] (RETIARILE, B [(2)] FEZHE)

[S509] ARZ5 28 [{0}] REEETE UPN [{1}] (BRI TR E, EREBEE FAS M)
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BERES

[S510] ARS3 25 [{0}] REEERE UPN [{1}] (iRl BHIEM [{2)] AT

=k
XEEHETERMERICHEE VDA L,

AEAE
[S101] BMEEBEREM. TEIRFIMEREHHILIEARSS [id: {0}]
[S102] HREFEEREKW. TEEHK {0} BY SID [Exception: {1}{2}]
[S103] HRETEERKM. FF {0} B9 SID 79 {1}, FiiHA SID 79 {2}
[S104] BRETEBEREW. TEERTIEKEFMIIEARSS: {0} [Error: {1} {2}]
[S105] BREER. [EEER [Username: {0} Domain: {1}]
[S106]) BHHTEER. IEEER [Certificate: {0}]
[S107] BAMTE B RAEM. [Exception: {0}1}]
[S108] BT E F%R Y. ACCESS_DENIED [Caller: {0}]
SIERIEH
YA ZRERARIERNIERN, XEE4RIDRTE VDA L
AERE
[S201] EEIEREF AR E M [{0}] #BAEA [PID: {1} Program Name: {2} Certificate thumbprint: {3}]
[S203]) EEIERE R TR S, THIRIHIEL [caller: {0}, session {1}]

[S204] IS REFFRG. BEREFIFERA

IEFIRRMFB A E R

3 FAS IRSFHBHITERMEZ RN, RIERXESM,
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BERES

[S001] TrustArea::TrustArea: E&RZIET [TrustArea: {0}] [Certificate {1}
TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: B 8% PKCS10 353K [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0} MachineWide: {1} Provider: {2} ProviderType: {3}
EllipticCurve: {4} KeyLength: {5} isExportable: {6}]

[S017] #,3H:: kR [CspName: {0}, Identifier {1}]

BERD
[S104] MicrosoftCertificateAuthority::GetCredentials: &£/ {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE3&E+ [{0}]

[S112] MicrosoftCertificateAuthority:: SubmitCertificateRequest - Z#Ft
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

BXER

« BILE FAS BRETE BB MRLEH PHI1TT 245,
- “BIEFEXER SREE FNA,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

37



BE B I0IEARSS 1912 LTSR

nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHE, FAS AR BMRIDRREIRGZEERN StoreFront lRZ528. StoreFront HE—EESR
M Web BAMENEERNESMHIIEIXRT, HERUMFER StoreFront SDK HE=7 IIS &HHE
WY B, BAXITBINE, EFsesx AR # TGS A IR AIMEE T AR TFERE] Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EFZE,

ASTRYHE 8 R IRIRF A T T B TRRED B2,
. NEBERE

BAFXHE

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

TIRIRE

FAS 12 FRHE StoreFront J&IFAY Active Directory FAFP BEhil& BEe £ H, XERTER
HFEERTACIES NI ELAEM AP

L AP AR Citrix Virtual Apps™ T§ Citrix Virtual Desktops EEII%E IR (VDA) B, IEBSHT
MNEITENL, Windows & ERUAITES B R R BRI,

NEEE

FAS RiFAFPEAZMBMHIIEEIN (G13F Kerberos B & F) LEHE StoreFront H#{TE 5330
i, H@EEEEEMIIER Citrix HDX™ &iE#{TiERE,
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XJITIF Windows S AI0IE, MEFRTHABFREREEEF PIN, BEFERREFHERE

IEIThEE (Al RERRS) . XTUBFEREHRRA Citrix Virtual Apps H1EHY Kerberos £95R

EIRERINEE

PR B P& AR ERIERIFR A AEMEEH (PKI) IER, TS ERAERFERIIGRIR
o XRNTFRIBIINERSMIIERE, BIERNREEEFIRFRNERRFIIMTIRERS
R

LEERZ AN T — 81T FAS BUHFARSS 28, ZRSHRIENARAFAMA SR FRIER. AF, X

IEBATER Citrix HDX MERRAFRIE, MRERTEERFER—1F

© 1997-2026 Citrix Systems, Inc. All rights reserved.

39



BE B I0IEARSS 1912 LTSR

AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 A%,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIAREEEEHFZ LR (HSM) XREREFaRR (TPM) F. BXIFAER, BEMH A
ARF XEo

« ZEMEE XENETHNARENMEE FAS,

Citrix Gateway BYERE

Citrix Gateway 2PE 5 EBERE S, BIBINT 5 StoreFront BLxt8Y Citrix Gateway, HEEH R
UE =% %53 Citrix Gateway A&, Citrix Gateway @2 £ B M IEIEAFRGET, AT HRIPXA
B BTAR SR,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

; w FAS
[ -~ Issue
r==fF-=- _=‘T Authorization
l‘:l Certificate
Jd__ | Fasuser Issue

l'- ~ @ Certificates

1 %

. Login with

| s L DT PP L
=
EL
T .
_% i | Hardware Security

l -
;I Module (Optional)

1

I

1

I

1

I

- ' Certificate

Federated Authenti-
cation Server

Windows Server

Hardware Appliance

Users
Private Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
= Certificate
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Citrix Virtual Apps 3% Citrix Virtual Desktops R IR#UA S EHEEFERELAXNHAITICE, X7E
CTX206156 A%,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIRIEH. (FEIH CTX206156 HHY“MA IHIEFIZBRIEF EBD. ) .

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
EEGET TLS RIF. 15312, BHAERIEMEERLNE URL LUIER Citrix Gateway fRSEZ88, EAXA]
BFELEERE RIS Citrix Gateway BRSZ 21T B 1R I0IE,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

+ General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFgE Citrix Gateway, 525 UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 Z5&{EM"

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

—I0 % $#89 Citrix Gateway F3I0IER ADIFS Microsoft ADFS 558, EERIUTEY SAML 1017
HI2F (IdP), SAML S BHZEMEM IdP MEMELIMEESZE XML 3R, BFRNBFRERIT
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BHRG. XEKE FAS RSS2 DITFRA R NS M IIEEFEL Microsoft ADFS fRSZ8: (SRE M

¥ SAML B9 1dP)

Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

A

§ Centificate

Gateway Server

Issue

' Certificate

ADFS Signature
§ certficate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

ADFS Proxy

ADFS &% B F&id

&£

BXER:

TLS Server
§ Cenificate
.
) Signature
' Certificate
¥ , Encryption
Certificate

' (not used)

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

1

Associated with

— FAS
=== gl Authorization ....{
Certificate
FASUSEr  guvuunn
:-- - g:ﬂ Certificates
| .
| =
T
]
]
] .
, | Hardware Security
| | Module (Optional)
I
1
1
1
1
1

&

Certificate

e
1

Federated Authenti-
cation Server

Windows Server

Hardware Appliance

QA Users

Private Keys

Authorization
Private Key

_-,{

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

E

FAS User
Certificate

Internet ITIZ L MY A A #HITEWZREEMICIE ; a0, &% BT Office 365

* ADFS H1Z XESFHFAER.
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SNRMR

TEMECE XENE

A7 A REFECE FAS.
o AR HHYCitrix Gateway SE" DT SEE

B2B i Bt

REFHEEARILBHTENRE,

/\

TLRYERE

AEFE,

RE—

TEBFEFEEXRH Active

Directory BX& B I0IEARSS (ADFS) RSB 88. XA F—RLBNAF TEMIIEEIS —RA B

Active Directory (AD) &, B FAT,

FEIFTEFE LT AD IEFRR TP,

ADFS.EXT domain

Export

- Certificate Authority

Issue

Domain Controller

Windows Server

UPN
walter @adfs.ext

Windows Server

ADFS Server

Windows Server

AUTH.LOCAL domain

Export

Issue

TLS Server
Certificate
T ) Signature
s Certificate
]
: R
c
T
»_?n ¥ | Encryption
& Certificate

I (not used)

Citrix

ow |

Client

Windows / MacQ5 / Linux

Root CA Certificate

' (from ADFS.EXT CA)

Root CA Certificate
' {from AUTH.LOCAL CA)

Export

Citrix Gateway
VPX
Root CA
§ Cenificate -
Gateway Server
' Certificate
Export ADFS Signature
TR Cenrtificate

SAML SP (RP)

Certificate Authority

Windows Server

@ FAS User

i Certificate
Template

@ FAS Authorization
Certificate
i Template

StoreFront

Windows Server

Issue

TLS Server

§ Ccerficate

Federated Authenti-
cation Server

Windows Server

1
I
I

Issue
Authorization

Certificate

- |E,|
-5

FAS User Issue

Certificates

Assodiated with

Hardware Security
Module (Optional)

Hardware Appliance

[ e |

Users
Private Keys

%
g

Authorization
Private Key

S

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

=

FAS User
Certificate

BXER:

BTAPEERECHRRERRE ; ADFS TEEIRFHER
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« RERMEE XENATINARZENEE FAS,

Windows 10 Azure AD I AIHEE
Windows 10 5| AT “Azure AD JIABIBER, XEBUX ERXMFESBY Windows DA, BEXIHY

B8 Internet’li7R. XIFEERTEIRAEBMM FIREM. 54 Windows IIA—#E,

Azure AD EE RN BN R RERA RS FRIERAINEE, XLEEZHF Internet”, EULRIATEE

{A%E$E Internet B TE, MANNEDA

YE BT,

Azure

!
|

Azure AD

Synchronzation

|
;

AD

Cloud

DMZ

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNERLZRF IR, EiCREMEIIA Azure AD

IheEST 2@ Internet HTEMFNF 155810,

IR, WHEFNEREMEINEEEE

=i, Azure AD Connect B4 2835 B ohiE R Azure AD. RBIEIAN T BLEER T Azure VMo

BXER:

IP #bALRYHETTTTT | A, FEERMAE. Azure BiE(M
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« ZEMEE XENETNALZENEE FAS,

« Azure AD £ XETZFEHAEE.

ADFS Zf%&

=T

AN BT a0 Citrix® 155 Microsoft ADFS & o

WZALER ADFS KEENFEERE— SN NIERBNMGHNEZ AR AR, fli, RERERER
TrRIRANFNREN TH ; XEMAEFEEANE Windows BERFEIEHITRIF.

BEE B MMIRIEARSS (FAS) X/ RF Citrix Gateway # Citrix StoreFront™ 5 ADFS B RRFERM,
MR R B R TEEER.

L ERE R Citrix Gateway {EJI Microsoft ADFS BI{S#i 75 #1TEE M
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Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

§ Centficate

Gateway Server

Issue

' Certificate
ADFS Signature
§ Centficate

—| SAML SP (RP) |—

Issue

Certificate Authority

Windows Server

@ FAS User

(‘ Certificate «ssseeee
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Certificate

-
1

Federated Authenti-
cation Server

Domain Controller

Windows Server

UPN

walter@auth.local
{ | Alternative UPN

walter@adfs.ext

Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
E A
Web Access Proxy ADFS Server 1
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

TEMEFICIEES (SAML) 2—MEENEEREIERIUE"EY Web X5
TR :

RERRG. BEEZEU
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRTRF
Entityld 2 Citrix Gateway TEH &1X%5 ADFS #9 POST HiEF B SMM—IRIAR., XS0 ADFS

BREEZRERBNORS, HBRIEZSENBEARNEMRRIERE, MRMEA, SAML Z41IE
XML F{GE B FERH Entityld FRiRAYARS .

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS XfItb3KRL—2X @ https://ns.mycompany.com/application/logonpage o

R EN#hE

WMREMIIERIN, ADFS RIETRAFR Web X RE38F SAML B4 I0IE XML POST [E]9 Entityld
EEBMIEE URL 2—, X@E 2R Citrix Gateway IRZ28 FHY nttps:// Hutik, 3K :

https://ns.mycompany.com/cgi/samlauth o

WRECE T Z B8 URL #thllk, Citrix Gateway RAJIXTEH & #I&1Xx48 ADFS BY POST FIEE—,

FRIEF

ADFS EREFLEX SAML S4I0IE XML blob #ITINBE L. AT RIS R, AU Citrix
Gateway BeBNEAIF B XGPS EMNFREXLER L, IEBXHEE M ADFS IRS 288 FERY
XA o

B S URL
ADFS # Citrix Gateway 1 &EHFH "R, XE—1 URL, Citrix Gateway RERRIATE, UG
& SAML B1RI83E XML blob @& AR LA Eﬁ%ﬂ’ﬂxﬁo

Xe— 1" uikEE, THREE, E@EE https:// ik, #8309 https://
adfs.mycompany.com/adfs/logout » (IFEE, EAUEERER URLMEE. )

[

(/zh-cn/federated-authentication-service/1912-ltsr/deployment-architectures.html#citrix-gateway-
deployment) E33M4A 7 20K E Citrix Gateway SRR LDAP BRIRIEEIR, RINTERE,
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RAE] LUTE Citrix Gateway EEIZ LT SAML RN BRI, RS, XelMUE#E Citrix
Gateway [@FEARIEAIA LDAP FEE,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies {:J ﬂ H
Palicies Servers
Add t relete how Binding Primary VPM Global Bindings Search =
Mame Expression Request Server
StoreFrontSAML N5_TRUE AzureAd

IEE SAML S8

BRI ADFS EIRZHI S IRENRYE REE BRI SAML IdP fRS3388. RZALLERES/S, Citrix
Gateway =¥ P EEMRE ADFS #1TER, FHESZ ADFS 41 SAML SR IIESREERN EHR.

Create Authentication SAML Server

Create Authentication SAML Server

Name®
Azuread _ Assevtion Consummtr Servics: Indes

Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML [v]| +
Redirect UAL®

20f-4c20-9826-14d5e484c62e/saml2

Single Logout URL ) InternetProtocol ~
291-4c20-9826-14d5e484ch2¢/5aml2 P —— v
User Field
userprincipalname

'ilgn ] Certificate Mame

v
Issuer Name
hrtps:ﬁns,cirrixsa'mldemn n;e'[,l’citnxﬁ.
Reject Unsigned Assertion® Attribute 1
ON v/
SAML Binding®

posT v

Default Authentication Group

Skew Time[mins)

5
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BEXER
ZEAE 2 FAS RENRENTBSERH.
« BIH FAS ERBE SRERH XERHITT B4
- RIERE B BRRE XERHTT N,

Azure AD R}

=T

AN BT WA Citrix® IFE 5 Windows 10 Azure AD IJJ e . Windows 10 5| AT Azure
AD, XE—MEFENIIMMARE, HdUEREICABRAILLUET Internet IIALEE, USEIMEEM
BOER,

AEPRRFEBHER T — RS, HPIT AFAFPRELF B FER A tutAEMAE, BFHE
™A Windows 10 Zi2ABK. AFETEE ERPRYE > X F > A Azure AD"ETS RN
(TR

i Settings - o 4
@ SYSTEM Find a setting e
Display

PC
Matifications & actions PC name vda-winl0
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage . . '
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 318 GHz
Installed RAM 2.00GE
About . )
System type 64-bit operating system, x64-based processor
Pen and touch  Neo pen or touch input is available for this
display
Channe aroauet bew sr pnarades seanr editinn nf Windosus
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EiLABRIEME, Microsoft Edge Web X BI25 @12 Azure SaaS MAEFMIBEREILE
LN Citrix ZRBIN AR, UKREM Azure RZATER (40 Office 365) o

B Access Panel Applicatior X+ — O *
é > O | [Ej account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®@

applications  profile

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

ERER

A REHTE Azure B2 E B TERMNREING, H5 Azure AD 1 Office 365 FMA I ARE
o REBFPEWANATETIEAR, BREEDHLERNZM _ETIERIBLR.

ZEB TN ATHREME ARSI /ANT, N Azure AD Connect [E RILUET Internet E3EE)

Azureo
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Azure F

,_! Azure AD
!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEtARE D, E5 LR AEE LAN 1 Kerberos/NTLM SR ISIESR MM L 21 E NS B RH
BN E] Azure B TLS &AM SAML, #TARSSHIEZEAMA Azure AD BY Azure N BTEF. FE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

LAFBohESN BERE, FEMA Citrix Virtual Apps and Desktops™ & BN BIZFIFRIE T
REERNN BREFES RPN ‘Azure BERF TIEHITEIE, HEH Microsoft Edge BRE R
IhBE, Microsoft RIRERIHEEFE B Azure N FBFIEFHI Android 1 i0S N AT,

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINF Azure H5E1THY VM BY5 | ARY, REREMAGEZER CNAME $55H8M VM B9 Azure H£E
DNS i2%. 1R VM i IP it & £ E2k, NFEFEFEhEH DNS X F.

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

&= Al resources
Recent 1
App Services
Virtual machines (classic) 2
Virtual machines

SQL databases 3

Cloud services (classic)

£l
. Security Center 4-

Subscriptions

Browse »

s 2 25

Basics
Configure basic settings

* Marne

* User name

* Passwiord

Subscription

Visual Studio Professional with MSDH b

* Rescurce group

citrixsamidenno e
Lacation
Wast Europa e

« N/ DNS BRZ38870 Active Directory 1ZARSS B B LIBIEIRAE Active Directory B8E  (TELERA
FA citrixsamldemo.net) o FARFTEMSS, 70 Active Directory IEBARS A €,

s BIE—TRETFIRNEBEFKS (Bl40, George@citrixsamldemo.net) o
« BTFILARSERIFEITNER DNS, FRERRS AR5 | FILtARSS 251417 DNS i, XAILUEE

Azure DNS igBTIETH. (BXEZER, 155

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

o EXLERRSZ 25 5517 Enable-PSRemoting —-Force cmdlet, L7 AzureAD Connect T E@d

BaXEE#AT PS ImiZ0 I,

SRR PHR. )
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Citrix Virtual Desktops™ 3Z{J#=#I284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DNS Manager = =] =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

£ Azure HIBITHIFRE VM N ECE A ERLL DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N REFAIEARS S5 125 288 N 1T Lt 3R 1R,

EOE 56 DN ik

4 VM iﬁﬁﬁﬂ‘, Azure 4P E ORI DNS XigARSS 2%, ZARSERIEMADECL VM BISEIRH 1P i
ik, XB—1NERMNINEE, EA Azure BRIAESED VM BRSO ES 1P #illk,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HER, mZRERETHE, 2B Web WAZRMIEF Citrix Gateway VM N2~ $ 1P ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EAZESAEIEM Internet 3718] VM Y TCP/UDP BRAIEREN, ERANERT, FAE VM &R
7t1F RDP i5ia), Citrix Gateway 1 Web 2R RIBIRS SstBN 5 im0 443 EBY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BAKI:
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

= Certificate Enroll

5 L1}

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo

COUNTRY DR REGIDM

United Kingdom

L] This is a B2C directory,

FeRlE, MERHEERE,

& .onmicroseft.com

]
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&3

citrixsamldemo

USERS GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE

LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

|\

GET STARTED

Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , SAR{ERFKF,ERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

@ Azure AD SEABIRRYIE
RINERT, BP@EIUTERBE FRp M ub# TR

<user.name>@<company>.onmicrosoft.com o

REXTEH—FSEBENT LIE, ERERIHNBEFIEMILTEL, RIFE5REBF BFHp4K
P ICECAYEE F ARkt ¢ <user.name>@<company>.com o

AR ER BN EL N HITERE R, ARFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD Ei& GUI 95 2 £ 1% &= F@%) Microsoft Azure AD Connect FTET1HE., SHEHZEHRE
ADFS VM L., FRABEXZEMAIREILZE, UE ADFS ETA A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%F 5 AD FS X8 —B Rk,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHER, EAUKEEBHE—NARRAERABFRHTEMIRG,

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERAOATRIEED, SR FMIK&ERE AR EREE.
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected &)
Syne QOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net l_*-r;‘cra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ADFS SR IIEEE AEE HIR{E,

Optional features
Exprass Settings
Required Components Salect enhanced functionality if required by your arganization.

User Sign-In

J :--."'|=."|:.= nyong '..=!'|.'_.-"“:.="' e

Connect to Azure AD
] Azure AD app and attibute filtening g

Sync
] Password hash synchronization @

] Password writeback &

Connect Directories

Domain/CU Filtering

Identifying users L] Group writeback @

Filtering ] Device writeback g

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn more sbout optional features
Configura

Verify

Previous
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ERETE AD FS FRERBYIES PFX XX, FH¥ fs.citrixsamldemo.net %79 DNS %7,

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD FS farm
Uszer Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

SynC
: Specify the 550 certificate used to secure the communication between clients and AD FE.

Connect Directories - . .
'® Provide a PFX Certificate File

Domain/OU Filterin - . ) .
9 ) Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features |c:\Usemerea.c|TR|:-:SAMLDEMG\Desktnp\ad{s.p{x | -Brme

|
SUBJECT NAME SUBJECT NAME PREFIX |

Federation Servers
|",|:itrixsamldemu.net I'rl |fs | ﬂ t
Prosty Servers |
Credentials FEDERATION SERVICE MAME t
Service account https://fs.citrixsamldemo.net !
]

Azure AD Domain
Configure
Verify

___reics JHINNNTI

LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS 889ttt 1ZEIREEETE Web N TR
FRIEARS 2 L LUEIE R 515517 Enable-PSRemoting —-Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

AR IH BRITIE PowerShell SERIEMEK, BEZ=1F Web AR RIEARS 2SI AE,

HFEAENERTE, BERRESERR, HADFS 8IE— RS, ARG, Azure AD
Connect FHERIQIE DNS XIigHIFR B ¥
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

= A P s A BB F B & Windows 10 BJLAAAT Azure AD fIMABY, DNS B8R FHENIER
ADFS #J CNAME DNS i2® : enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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MR FERANTIEBMENM, BEHAIFTE Windows 10 HHEH %2 ADFS RIEH, UE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

=¥ Citrix BN AT Citrix EHISHE

Ea  LURBBEI A0, BEIFEM Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %23
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront : H -

DESETOPRS

(8] Ltcrr_n Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFS¥F StoreFront™ 7£:%%8 B P EIENER F#1TE R I,

RERSE DRSS

7f ADFS R385 EZ&%E FAS, # Delivery Controller ECE#NI, EEFELHZE1ER StoreFront
(RAELRBIE, StoreFront 5 Delivery Controller ZE7EF— VM L) . BB REMEE,

fdi& StoreFront

73 Delivery Controller i5KitEHIER, FHiBIAiHO 443 1RE 1S 48EF ¥ StoreFront Bt
B hitps: KAZE 1IS # StoreFront LAEH HTTPS,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 77



BEEBMIIIEARSS 1912 LTSR

& Citrix Studio =|8 x

File Action View Help

e zEH BE

] ConsoleRoat Actions
4§ Citrix Studio (citrixsam C|TR|X
O Search

% Machine Catalogs Add Server
(] appDisks Server Group Change Base URL
& Delivery Groups
A Applications Group details -~
[F Policies G| Refresh
[ Logging Base URL: https://fddec. H Hep
a [ Configuration Mumber of servers: 1
£ Administrators Configuration:
2 Conrollers Madify the base URL for services hosted on this deployment. For multiple server
™ Hosting specify the load-balanced URL for the server group.

View 3

&, Licensing

I3 storeFront
[ighy App-V Publishi Base URL: | https://dde.citrixsamldemao.net I
£ AppDNA

@ Zones

4 B3 Citrix StoreFront

Stares oK Cancel

Server Group

< [T E

Change the base URL of the server group. |

A2 StoreFront LUEMA FAS RS2 (EFRZEMECEFH PowerShell fIA) , FH1E Azure RERH
TR, BT FAS RS LHNEHEESRRBERERER FAS,

] Cvent Viewer l?‘ o

{2 Event Viewer s i b : Actions
P L Custom . . .M
Y -_ri Windews I Date and Time Source Event ID Task C... ~ M
7] Applic ¥ Information 5/3 24735 AM Citric. Authentication. Federated AuthenticationService I: = Op.
{+] Securi (@ Infarmation 53172018 247:35 AM Citri Authentication Federated AuthenticationService 24 Mene ¥ o
] Setup @Infomation 53172016 54713 AM Citrix Authentication Federsted AuthenticationSenvice 105 MNone i |
7] Systen (1) Information 5/31/2016 9:45:19 AM MSSCLSMICROSOFT#2WID 17137 Server e
£ Fonwa @lnﬁnnﬂﬂtinn 3372016 S4544 AM CitricAuthentication Federated AuthenticationService 10 Mone Cl..
p o Applicatie @ll‘lf{ll‘l‘l‘llﬁﬂn /3172015 $:45:43 AM CrtricAuthentication.Federated AuthenticationService 7 Mone ¥ Filt..
_'E Subscripti @Infﬂm‘laﬁon 5/31/2018 %:44:39 AM Citric.Authentication. Federated &uthenticationService 10 Mone
(1) Information 5/31/2016 %:44:39 AM Citriz.Authentication. Federated AuthenticationService 7 Mone Pr- =
(i) Information 5/31/2016 341:23 AM MSSOLSMICROSOFT22WID 17137 Server & Fin..
@Infnmnation 5/31/2018 9:33:37 AM Citrix. TrustFabric 16 Mone H Sdn.
@Infamnatinn 5/31,/2016 9:38:37 AM Citrie. TrustFabric 16 Mone - At
Ewvent 204, Citrix. Authentication, Federated AuthemticationService x View b
General ||)g,ai|5 15 Re..
~ Help »
[5204] Relying party [| \WDAS] sccessing the Logon CSP for [upn: george® net] in role: [default] ;| [
[Operation: SignHash] as authorized by | \DDCS]. =] | Event.. ~
Ev...
Log Mame: Application o ) T

BEiE StoreFront LAf#EH Citrix Gateway

M StoreFront EIRFEHI &R BEEMWIESE GUI, ECE StoreFront LAEF Citrix Gateway
WITRR L,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 78



BEEBMIIIEARSS 1912 LTSR

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
setting 15 applied when users log on with smart cards,

[ Fully delegate credential validation to Netbcaler Gateway

EERY Citrix Gateway B4 1IEIE, BREELZEZIEMAN (STA) HECE Citrix Gateway
b,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

|#] Enable Remate Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel) €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: [ [ MetscalerGateway

Default appliance: | NetscalerGateway

BOEFEY Azure AD T2 LASCI StoreFront BIE—TR

AT{EMA Azure AD SAML 2.0 B—ERINaE, ZIEEB IR E Azure Active Directory Premium i
i#o 1£ Azure AD EIET B, %F FIENARER, AEEE NERRINKARERF.
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Add an application for my organization to use

FEATURED APPLICATIONS (1T) *

I CUSTOM ‘

ALL (2626)
BUSIMNESS MAMAGEMENT (124)

Add an unlisted application my
’ organization is using

COLLABORATION (214)
COMSTRUCTION (3)
COMTEMT MANAGEMENT (97}
CEM [114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

NAME
StoreFront

Enter the name of an application you are
using. and add it to explore single sign-on
integration options.

2 BEX > RMBENALEEERIRIIHNAERF USIBHABFERNHEEXNABERF,

ECE R

BIE—K 215 x 215 REWEIR, HFE LI EE TTEH, RIENAREFIERT.

properties

APPLICATION TILE LOGO

Ao SAML S3583F
IRENBREFNERREN TIE, RAEEFE EBEE—ER
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storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

IERERFE A SAML 2.0 B4, XX F Microsoft Azure AD E—E R,

COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On
Establish federation between Microsoft Azure AD and StoreFront
Learn mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFromt
Learn mare

() Existing Single Sign-Cm
Configures Microsoft Azure AD to support single sign-on to StoreFront wsing Active Directory
Federation Services or another third- party single sign-on prowvider,
Learn maore

FRRF AU EEFERE (COMESIRMHLS Citrix Gateway WECEITE) ; EbRHIF, El§ URL

= Citrix Gateway AR53 88 EBJ /cgi/'samlauths
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L Configure the certificate used for federated single sign-on (optional).

*

COMFIGURE SINGLE S1GN-0ON

Configure App Settings
Enter the settimgs of AzureStoreFront application below. Learn more
IENTIFIER

hitps:/fns.citrizsamidemo.net/Citrix/StoreFront & |
REPLY URL

hitps:/fns.citricsamldemo.net/cgifsamlauth /] |
[ show advanced settings (optional).

-F_

RE & AT Citrix Gateway BZE I Azure AD BIE#Hi A BIE R,

COMFIGURE SINGLE SIGM-0ON

Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The follewing certificate wall be used for federated single sign-on:
Thumbgrint: ED1ERZEBFTCT11EDDBED325F526053BA0626A730
Expiry: 05/31/2018 11:06:20 UTC
Dowmload Certificate (Base 64 - most commaon) @
Download Certificate (Raw) (&)
Download Metadata (XML) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
https:/fstswindows.net/b1aef2 1b-d29f-4c20-9826-14d5e484062e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326- 14d3ed34c62e

SIMGLE SIGN-OUT SERVICE URL
hitps/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d 5484062

[0 cConfirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application.

)

T# base 64 SEEERIER, HEHIBERMNEHE URL, BEEIFTE Citrix Gateway FcBRET L
MEIXLEA R,
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RN AEFS SRR

RASBEEERNRER, FHERTRF M ‘myapps.microsoft.com™ZEH|TIE £, XEAPHM
H'TUE E5E. J93@id Azure AD Connect B5 B A P ik P 2 EC 15 AR, o aT LA B E ik
F, BXMERRHEN], RAENFRFS \&tuser>@\&It;domain> &3,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHOW |.B.II Users ~ +

DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: P

Azure Admin AzureAdmin@citrixsamid.. Mo Unassigned

George User george@citrikzamldemo.net Mo Umassigned

On-Premises Diredtory Sy...  Symc ADFS_Z1aTed080ddl... Mo Unassigned
MyApps TTHE

BN AREFRE, HAFIAE <https://myapps.microsoft.com> B, ERERERFM Azure
R REFFIRA,

B Access Panel Applicatior X =+ — d >
é " O | [E| account.activedirectory.windowsazure.com,/3| f.( ‘ — @ @
Microsoft Azure george@

applications  profile

AzureStoreFront

22016 Microsoft  Legal | Privacy
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HENMA Azure AD f5, Windows 10 XIFERAPX Azure NBEREFRFHITERE R, RHEGRESR
FE 2T B Z miBt BRI SAML cgi/samlauth BT,

BRER URL

R[E] Azure AD ZEFIRFHINAREF. IENARFE—TIANERER URL, It URL BTEM
DTN AR pE R B B2 TR SR B IRIES TN, AP E#ETE StoreFront,

quick glance

APPLICATION TYPE
Web application

PUBLISHER

URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signing

@‘ View usage report

JFItE URL #5053 Web RIS8s00, MUHAIRIEH Azure AD EE AR ZBIEZER Citrix Gateway cgi/

samlauth WT1l, X{GERTFERERAEF, HENA Windows 10 Azure AD TIABERRIEIRHE

RER, (HttBAPNFERA Azure AD Tz, )

LTHEMAEIE Citrix Gateway

ATIIRIFRERE, REIERIEIT NetScaler (B9 Citrix Gateway) BIEH VM, XBTLM
Azure Store M3E, Itb~BIfER NetScaler 11.0 9B & A IE AR Ao
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Bring Your Cwn License enabled.
Citrie MetScaler is an all-in-one web application delivery controller that makes applications run five
tirmes better, reduces web application swnership coste, optimizes the user experience, and makes sure

that applications are aleays available by using advanced L4-7 load balancing and traffic
rnanagerment; proven application acceleration such as HTTP cormpression and caching; an integrated
application firewall for application security; and server offloading to significantly reduce costs and
consalidate servers, As an undisputed leader of service and application delivery, Citrix MetScaler
solutions are deployed in thousands of networks around the globe to optimize, secure and control
the delivery of all enterprise and cloud services, Deployed directly in front of web and database
servers, MetScaler solutions combine high-speed load balancing and content switching, hitp
cempression, content caching, 550 acceleration, application flow wisibility and a powerful application
firewall into an integrated, easy-to-use platferm. Meeting 5LAs is greatly simplified with end-to-end
menitaring that transfermc network data inte actionable business intelligence. Policies are defined
and managed using a simple declarstive palicy engine, with no programming expertise required.
BYOL is available for customers with MetScaler Gateway VPX or MetScaler VPX 10, VPX 200 and VPX
1000 licenses purchased via ether channels from Citrix,

vRifinlly o fi=

PUELISHER Citrix Systems
etScaler VPX zure Guide
USEFUL LIMKS Deploying MetScaler VPX with Xendpp and XenDesktop
In Azure

ERE) NetScaler® VM, I Web X358 mAER IP #ilt, FERAF SR RIERIEEMNEIE, 153F
=, B8 Azure AD VM A nsroot FBF AL,

FINERLE, ERMESMFLEXEGEI%ERE reboot, FI5 DNS fZ478535M Microsoft 11425,

=17 Citrix Virtual Apps and Desktops ZXEBS

I RBIESREBE— R SAML B9f& 8 StoreFront £5%. EZEIF EiETE, ©2imM—
SAML B RFKER,
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XenApp/XenDesktop Setup Wizard
What is your deployment

i

() single Hop

&— =gy
Access Gatway

Client Internat

What is your Citrix Integration Point?
storefront |4

R FRE Citrix Gateway StoreFront I8 &. Tt Microsoft Azure FEMARY, RAIECERO 4433,
MmARIHA 443, &, EAIinO%% & HEFHET Citrix Gateway EIEM ik,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . o . o . 18 |

Port”
4433 |

Virtual Sereer Mamea®
nicitrizsamldemo.net l

'_ Rediract n.-qm-:.l!-\. fram p-::-r'. a0 ko secure F:ll:rll:

NEBEER, WRE EEEEEXHRRIERSSIEBMFAE.

Server Certificate

Certificate Format®
| pem V|

Certificate Fila*

|n5.citrixsamldemu.net | | Browse I - |

[w Private key is password protected
Private key password

oo
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ECEA T AD kP EIERRVIHEEHIZS

EERIZR A TR P AT, FRUEIERE 1P iR B T ES MG AR, FERMNEERESITF

BRI,

Pnmary authenticabon method™

| Active Directory/LDAP |

IP Address®

|'IEI .0 .0 L2 ||_|[Pv~6

"] Load Balancing
Port*

| 389 |
Time out (seconds)™
3 |

Base DN*

|'CN=LI5ET5,DC= citrizsamldemo DC |

Service account®

ICN=internaIadmin.CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

| userPrincipalame |

Password®

Confirm Password*

||-u|-mu"-| ““|ﬂ'

Secondary authentication method*

| Mone _

o [

Ed® StoreFront it

FtRFIH, StoreFront EfEA HTTPS i@, HIthiEiEF SSL MisGED,
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StorcFront

StoreFront FQDM*

|ddc.citrixsamldemu.net |

Site Path®™

|.-"Citri3-;a'5toreWeb |

Single Sign-on Domain®

||:itrixsamld Mo b4 |

Store Mame™

SCitrix/StareWeb |

Secure Ticket Authority Server”

| http://ddc.citrixzsamldemo.net/sta | +

StoreFront Server®

1n,u,u,15|+

Protocol®

| ssL E”
Port*

s |

[[] Load Balancing

Continue Cancel |

I3 Citrix Gateway E3&
E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

KL ER (/len-us/federated-authentication-service/1912-Itsr/media/fas-azure-config-sf-verify-
ns.png)

B Citrix Gateway SAML B4 15E 5

I% SAML 5 StoreFront &£ AT IF SAML 5EEMMiEESER, N SAML 558, X
X9 NS_TRUE,

A1t B (/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-enable-ns-saml-

policy.png)
ACE#HY SAML IdP AR$53%, EAZREIM Azure AD REXEIE Bo

AL E R (/en-us/federated-authentication-service/1912-ltsr/media/fas-azure-enable-ns-saml-idp-

server.png)
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WiEmB R R %

fEFTE Azure AD AR ERBIE A Azure AD BY Windows 10 £, Ezh Microsoft Edge
FiEHER ¢ <https://myapps.microsoft.com> o

Web X% 288 2/~ 8 Azure AD TR,

AL E R (/en-us/federated-authentication-service/1912-Itsr/media/fas-azure-verify-end-to-
end.png)

Wire RS SN EEEREIRE B HIERY StoreFront BRS3 23,

FEE, WIEFERAPERER URL WEEEEUKRS Citrix Gateway I m N EEEE RS SN EREEM
3| Microsoft Azure F3&[5],

&ia, WIEERMA Azure AD Bt BN RS tHaeEAEREDN URL EEs1T (REEMEENEEN
Azure AD HIT—XEXER) o

Bt %

7£ Azure FIKE VM BY, RZECE LA TFHRAEEDL

Rt 1P HrhtA] DNS okt

Azure AFRE VM EREBFM (KFIFH 10.*%) ERE— 1Pl FINERT, ERE—
RNEH P ik, iz DOBE shAERTEY DNS R #1751 Ao

o al 5 - o
Essentials <~ P AR O AR O
P addre:
- ORT + TROU!
DNS
- B Auditlogs >
S New support request >
Sub:
dfz2436i-dafo-d6ae-beTh-54Tocdagelca
ENERAL
Il sett s >
H! Properties >
I settings ¥
& Configuration >
- Add tiles
Monitering ®
G
CPU percentage RESOURCE MANAGEMENT
& Tags >
& Locks >
i Users >
BN Export template >
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ZEHE 3t 1P #ibIDNS RFFRE 7Y BCE. 9 VM IEE— /23 DNS sttt XA A FHEAM DNS X
B HFHR) CNAME 51 A, B{RFAE DNS igRENMETE IP i@JtE%ﬁﬁj\EE}é{ﬂﬁbIEEﬁ?‘é‘rﬂ VM,

Assignment

[ynamic ERIEIIS

IP address &
40.68.28.181

Idle timeout (minutes) &

D5 name labeel (optional) @

ns-citrizsamldemo o

swesteurope.cloudapp.azure.com

BERFAERIN (Z24)

SHHNED VM BN BE—AB SN, FFARSE, REATFNAE IP It LAFIAE
IP #EAYRE, EANBER T, Azure RDIFE RDP #% & BIFAE VM, Citrix Gateway #1 ADFS fR5588
WRTEER TLS FRE (443).

17 vm B MO, ARSEE MERLAE 78, BEE AMREMN UFE SN RE,

urity rules
und, 0 outbound SUPPORT - TROUBLESHOOTING

Associated with
D subnets, 1 network interfaces B Auditiogs >
<sional with WSO & New support request >
subseription D
df22436f-d4fa-d6ae-heTb-6473cdaecfca
GENERAL
Al settings ¥
Properties >
T
Inbeund security >
Cutbeund security ul >

HEXER
. REARE £ FAS RENRENTESE,
- B FAS ERBE ERELRH XERHITT B4
- RIERE BT BARE XERNE
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el
=
ATRRRIEIE R NER M TGS MINIERS (FAS) SRECEM EERIERM,

BXER

FAS ZEMIIMIKENEESEFTHELZENEE X&,

- MEFRGH XERMT EE FAS FREWHIRE, UKERNEE S HMEREWHNEMNXE
HYSERL

IEB A ECE

AXNBEE B RIIEIRS (FAS) WEARELE, U5 FAS BIRIZHI AR ZIFMIER M AV IARS 28
£/, XEiHBAER FAS I={HA PowerShell APl, EHITANPHEMGEEZR], FNIZES
PowerShell F9E AL,

ACE Microsoft IEBH LN LL##IT TCP 18]

ZNER T, Microsoft IEPBMENAIFER DCOM #HITiARl, XELMHNIELZLN SN E
Z1%, Fitk Microsoft 12t T —Fpt)iRBIFES TCP IHORME, 7E Microsoft IEFMENM L, $TH
DCOM Bt BmEtkF4RiE CertSrv Request’DCOM W FAIZFHIEM :
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CertSrv Request Properties
General | Location | Secutty | Endoorrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint

Ssetect the DUOM network protocol sequence that you want
add. Enter the andpoint detals and cick 0K when you have
firished

Protocol Sequence

g

Connection-onerted TCP /P

[isable protocol sequence
Use defaut andpoints
®) Use statx: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic endponts

OK Cancel

o

Leam more about aofiing §

0K Cancel

B REE R DUARERHS

EF/E ) Microsoft IEFMAZHAHIRITIERIENRK, REEIT netstat -a -n -

B certsvr ILAEIEE PR 900 -

TCP 0.0.0.0:636
[lsass.exe]
TCP 0.0.0.0:900

[certsrv.exe]

TCP 0.0.0.0:3268
[lsass.exe]
TCP 0.0.0.0:3269

KREQRFHIEE TCP w5 (LEARY 900) o

1R

s JCN

AL

LISTENING
LISTENING
LISTENING
LISTENING

TEE FAS fRE2: (BEMEMERIERMANGAITEN) , K5 DCoOM EFER RPC iwH

1%

BRI ER. HEF

E(EHR DCOM i, EaEESR

ISEPF ARS8 EHY DCOM RPC IRSZFHiIEKRIA

A4FER DCOM RSB 25, Xf& w0 900 TH, #H DCOM fRFBEFSIER FAS IRSZ [ UNMHE

?%O
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PR P IET

£ FAS BRSSP FERAFIERE, ARFNERNEFEERE. A THAINBURIAREIHZD
FAS RRS52a 1T IEIR(Fo

FREY Active Directory AP35

IERILGET B8 AD FHFFA A IIREFMERIXER (P10, .csv X)) KSFHEBLER, WX TRA
7o

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser @— MR cmdlet, BFEBAFYIR, LEANTOISEE—HiERESH, BT
5 B8 UserPrincipalName B IKZ&S 9 enabled”BIE P,

SearchBase 2#48/)\ 7 7£ AD F#EZRAFIEE, NREBSTE AD FRFRAERF, ITUERILES
B, AE  EWFREREEIAERF,

CSV X BRERFXF
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIEBZ FAS IRSS2:, FERPRIEBRERMR | —REERSHRF, Z—REXEZRBR
S5aaHo

LR ASE BB F & R default’ B9 N, sIREBEAREMNZFE (Fl70, “hello”) , REEXREHAH
1 $rule TEENA],

Initial Setup | Rules | Advanced

A rule defines a2 smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default V4 @ Summary
hello S W
Rule name: hello
Status: Ok
Template: Citrix_SmartcardLogon

ST EMVADIED

INRIEEERZ N FAS BRSS 88, 1ERILIERIT FAS BAGLES, MAREMEERNAF.

AT UER GUI EFIEMN FAS

© 1997-2026 Citrix Systems, Inc. All rights reserved. 95



BEEBMIIIEARSS 1912 LTSR

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te puklish the templates cn ancther certificate authority.

Authorize this service Reauthorize

An authorization certificate is configured.

Deauthaorize this service.

Create a rule Create

You have 2 rules configured.

FTERA TS

1. SIEHHISHEES | New-FasAuthorizationCertificate
2. IETFHEAGER/ GUID, WML TFnsiR[E] ¢ Get-FasAuthorizationCertificate

3. ¥ FAS RSB ETHHPIET, ¢ Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4, THFHHIISHOEP | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. {# FAS [RSZ25IEH4EIPIET | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. MIPRIBAYIZHGIES | Remove-FasAuthorizationCertificate

HXER
o REMEE XEZ FAS ZEMNEEBNEZESEERE,
o E LB Federated Authentication Service EREB1E SPELZEM XEHHITT B4,

- HtREA A XER SREE XERNA,

AR

&
WL ARSI TR, HEBMTEATE Sk,
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FFAE MR

o 5EMANADIEP X EXAYELER, KB Citrix_RegistrationAuthority IE &R,
« 5P XEXAIFAEA, B Citrix_SmartcardLogon JEHER,

SepR B RAEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/N\BY) #0 Citrix_RegistrationAuthority (BRIANBEREAAREE)

TS B IIEARSS (FAS) EEZEHI SN VIRIEEETFIPE 3 P, JEEHWET, FAS AR
SZRSER—NEEX, HEIEBMANKA3Z Citrix_RegistrationAuthority _ManualAuthorization
IEBANERELIFERK. XB—NREHER, RIAGRERA 24 B, IEBIANMET = B g thiE
B WIBHEBEERTIERMANM EFohiRNENA. IERMAL FAS IRSEE, FAS =fFH
Citrix_RegistrationAuthority ManualAuthorization iE+ B &h3REX Citrix_RegistrationAuthority iE$
(BMINEREAATRE) o FAS BRSZ237EIREX Citrix_RegistrationAuthority iEB5SI7ENHIER
Citrix_RegistrationAuthority_ManualAuthorization FJIEFHFZ A,

SEMAMIES X BXRIRA RIS 58U, EAEMATIE BRI DITFRA ZA AR ER AT W ER
FCERAFSEMAIERER, Eit, ZHILERREAAZBUENZERNERRFERDF
Ko

BRI UER U TIET 2 —ECE FAS BRZ 2 URIFFLEE, MM EEALHNEZLEK !
« Microsoft 32583 RSA 1 AES INEIRSZIRHFIZF o Microsoft R FAFMHIRHEER, BT M

MADIEBFI AP IEBBIFAER,

- HAEZEEFEEER (TPM) S B Microsoft ‘FERBEEIRERERB T EMAVAE BT,
U Microsoft 18585 RSA #1 AES INZE RS IRIHEIZEF K Microsoft R AEFMHEIREREFET
BFIEBEFAEA.

o BHRZEER (HSM) HEEHNNERS NFREEREERES HSM 185, BT EMVAIIE
PHAEFIEBFLAE.

hARREIRE

A& FAS MUERX=MEDZ —. ERANXARmIERRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X, ZXEFHERIAMIEE FAS
AR528 LAY Program Files\Citrix\Federated Authentication Service 1%,
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<2?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!—— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel"” value="3" / ——>
<!-— Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress"” value="" / -->
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS EohE AL E X e MNRER T EEME, NHMEFHESH FAS FREFHMIEEEN.
7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XEFIRIN T AR GBI X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API ZEIHJHR)

& p=g

i

{E/H CAPI API

\
/

false (ZRi\) {#H CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FERHIRHEIEFELTT)
& p=3 =
WERIEIR A RSA A1 AES MNFRIHIERF 2\ CAP| 1Z1H12E
Microsoft {4+ A Z IR HIERE ZXIA CNG R{EREF
Microsoft £ & ZHFMEIRHEER ZHA TPM 1R1H1ERF, 152, AR TPM
BTFRFPEH. X TPM BT EMNHAZEA.
INRIF TR EILIFIBRITIT FAS RS2,

BEEWEN TPM MEBW EERREFHNE, T
PR E SRR,
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=] p=d 2

HSM_Vendor CSP/Z ATz iR {12 EEI HSM v mte . ZERENEmR. MR
B RITEEBUEIRERIETT FAS BRSS8, 1BE
1’@ KB HSM TNV, THREESZIFERIL.

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({7t CAPI API &R TE
=)

=l p=d

24 #RIANE. 15 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, WIA&H
24, BRIEME(EAZHE CAPI B HSM B HSM 1#
NS BEIE,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (% FAS EEH1TFATHIRIE
B, ERFEALMEENE) ZEFABNTSE RS, NRESHZR, WREFER TPM BiE
fiio

E put 2
TR FAEARTIUAF Ho
GenerateNonExportableKey FRiko AT AESH.
GenerateTPMProtectedKey FAEBER TPM #H1TEIE, APETEE

ProviderName A#gERY ProviderName 77i#
(540, Microsoft Platform Key Storage
Provider) o

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (38 FA$ARINIED)

=] =

2048 2Riko WRILUER 1024 3§ 4096,

EBEXHREUERARRTUT (RERIAMEUIEET)
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Provider

! “True” “False”
egacy
CAPI API (CNG APl)
CSP ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

EEARERG

=~f1
B T R Microsoft 24 Z ATFMEIRIHIZE R FME 0 EMYAIE BV EAF B P iEBFA5R,

XRAMINNZEEERE, TRMANAEE,

=l 2

ERPIETRT @ Microsoft FEERFMHEIRMIBFFETE FAS IRSESEREEM TPM FREGEMAE
IEPBFAEA, LUIRAER Microsoft B &R AFMER HIZFFMER AP IEH A,

A ERIZIER FAS BRSSesER ER TPM BEARHE TPM KIS RAINETE BIOS FERA, AETE
Windows H#J#81t ; i52% <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .

{58 FAS EBZHIS
FAS SIS B T ERITRIEPEZIER, FLRIEEHALR DI EMIAIEBHBAIERE 4
1ER, SUWAENERE,

TEfERA BRI 2# TR FAS ECEHAE, XSERAIR IS R SMEEBER M EIEBMATA
» PARTRLUT S BRI ME
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates con ancther certificate authority.

Authorize this service

Create an authorization certicate for this service.

A rule defines a smartcard-class certificate that signs users into a Citrix environment,

You have no rules configured.

HR1. BT TESATITREELEEXH -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMProtectedEey" />

XAEBMIENIATAR

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderType" value="24"/ —--—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Loglevel™ value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citriz.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

R TPM [RHEIZRAEKE, BIABRKEN 2048 i, 1BRRIEEEHZIFHNEREKE,
SSIB 2 . F|FZ T Citrix Federated Authentication Service W MECE X EHiEEE,

T3 BIRS.
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B4 MEBMRNMRSSFFNMAFRIENIERIERK, REIMIMIERE, EBEN SR
BEFFFHNTRE 3 FTAEE, LY, EMVMIEBBFIARTE TPM RER, IEBEIAERERN 2
%

ERICEMVIE BT R T ERTEETE TPM &, EFERLLT PowerShell f3%, RIS
IFBHFLAEATEETE TPM &1, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto
Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

HB5 . FREXHHREUTAR :

At E1& (/en-us/federated-authentication-service/1912-Itsr/media/fas-privatekeys-addkey-

gennonexportablekey.png)

RE FAS AIVERE S TPM RIPERVAFIES, EXTFAEMEMS, TPM BEfFAI&E

Wi

o

S 6. EFEH FAS, XRRHIRS BXMZEECEXHHRIRELHIE. FEEBYETHFATFIRIER
FMAFIERER ; XEREAINRAEFMET TPM B, A Microsoft I EATFERHIE
o

HBT7 . 1 FAS B0 FERMMEDF, FRBRLZEMNEETFmhRIEIRE,

{£F PowerShell

RJLAERS PowerShell BEIFICEMAWIES. XERTARLHIEBMANMBIELIERERE
RIZEMPMIEBHALR, EREERER FAS BIEEH a#H TR IMIMIEBELIEK.

SR 1. EEREEEFISHITIN FAS ECEHE, (NElRim TR | BB IEBERER MR EIE
PR

AL E R (/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-startup-
twostep.png)

PR 2 TENERMANMARS SR L, RINEB&ER"MMC BIR 8T, GREE
Citrix_RegistrationAuthority_ManualAuthorization &1y, fA/51%F & HER.
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ERRIETF, ERBMNERH. FIRFIR, 2¥N Offine_RA, BN 2 F :

At E1& (/len-us/federated-authentication-service/1912-Itsr/media/fas-privatekeys-template-
properties.png)

LR 3 EEEBMANEARS2E L, MNEBMANE MMC B ST, GREGIERER".
ERHE, ARRTEMAREBRR . ERENIRIeZRER.

I 4. 7T FAS fRSS28 ENELLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

SB 5. 1T FAS BRSS23H9 TPM FRAERY RSA ZEAX, FHiBid7E FAS BRSS 28 LA LLT PowerShell
cmdlet REVZBIEPEZIEK, TE : EL TPM [RHIBIPKE, BRINFRAKEN 2048 i, i55H%
IEEEREG S IFNEBKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \&lt;FQDN of
FAS Server>

BN

New-FasAuthorizationCertificateRequest -UseTPM $true -address
fashsm.auth.net

BRE0F

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

1d : 38b@3a38-9e67-494a-bsfc-ce8fe321d11f
Address : [0ffline CSR]

TrustArea :

CertificateRequest : ----- BEGIN CERTIFICATE

Status ¢ WaitingForApproval
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E]

e Id GUID (TELtb=fFH“5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39”) EIEE S BHEMNE
58

 J$Itt PowerShell cmdlet ffA—X M BE", AT EBEMVIEIEBEIFLAEH,

 5&17It cmdlet BY, JF0E FAS Bt NECBE XX FIEEME, UATEFERAMNBHEKE
(2R3N A9 2048)

« BFELFE) PowerShell BapfYEMVAIEBFAIRIED, -UseTPM IRE A $true, Fit
RHGR PR EER TPM FrEIREARITEAE,

« BTt cmdlet AR EHECE X FHRIEAIKE.
- E/E4:BE) FAS BEIRAFIEBLRIRCERRE], FER FAS BT M HHIRERIE,

« %Y FAS fRSZS23MA AP IEPE, EAILUSELE X HH B KeyProtection EIRE N
GenerateTPMProtectedKey, MU&ERS TPM fRIFBVE P IEBFAEHE

\

BIEREMER TPM £/ 7T EAX, BEEMEAXN, £ FAS 558 LAY Windows E-EEER
hEEWVARERFB .

I:D Information  22/07/2015% 12:55:42 Citrix.Fas.PkiCore 14 Mene
l:D Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

1 Information  22/07/2019 12:58:41 Citroc.Authentication.Federated AuthenticationService

Event 15, Citrix.Authentication.FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTVWAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bb61-44af-2d21-
1159d864d82e]
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Application Number of events: 3

Level Date and Time Source Event|D Task C...
@ Information  22/07/2019 12:39:42 Citrix.Fas.PkiCore 14 MNone

1 Information 220772019 12:59:41 Citrix.Fas.PkiCore

@Information 22/07/2019 12:59:41 Citrix.Authentication. FederatedAuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey::Create [Identifier afae7c8d-33ff-4cf6-bd96-75fa3eb0bd3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

AR . RMHIER: Microsoft Platform Crypto Provider”

SR 6 . FHEBIEKERD & FIRIXARIESRT, HHEREIBENXAEX M,

File Edit Format View Help

MIICaDCCAVACAQIwIZERMBBGCgmSIomT81xkARKWEUNpdHI peFRydXN@RmFicmljMIIBIjANBgkq
hk 1G9wBBAQEFAAOCAQBAMI IBCgKCAQEAwAtWoCLXTu3y IscT8YSv/7zuYqBhbHkhZV3wTNFROXW
1hCMwi7X4YpTE7CbItgiFY/9SEBa95tGeTVpeli6bgKoZ Cdxydc2BuX6INZrLi9hAF1bInFPgrz+
vbG3YKuKtK35JpGgYWjUEDzKiQFaob3Dkh/pwP3V7@cEYthxB8C fbaNIMHOEFbepoSYOCAFunXi
snwIbXD91c/FGyl/3F94PAFbNrjEIOHC+48y /WsPgPRgcqIXBuRjzpGjOgOWR0o1SIg220Y5PUDT7

FFvEvoQkRy SNXCAT J+200EPLp9JulaE1WXr TIG+XP35nG,/0CCPit7iUIIc9F jGa3qTUQIDAQAR
cAlwDOY JKoZThvcNAQENBQADgsEBATIVE jROXWHIvztpjxPelzAVBsrLpOsCFHNdvYn9u+1718Gsr
Atul Jul+AndY2Rw7bbpixEICVErqd SGy+witPnUZcAfbelglVht 2RVFbed7/Ns6+Mc+F5bFeglHs8c
Y1ITHNOtmcHFKt4Loz585E+tQw39MProEj 3p7GwF 7HrGY+QSbFD38rbL1925cFNYYgMbsgyMedREF
35magQjN3C81lyqT8z1iF4132xImQrP /AXwrlF+TE15PM5Fx] joPEKWopWTY ZXGz5Cluf xevcB1K
+tTHItQYIMExw3+6TLcfulBjrd8K]jTdCSSMU7LIulajTNISZ+1eMa1TATOIXG/ABTo=

L7 . 1E FAS Ar5585 £RY PowerShell FEAUTAR, FIEBERIBERERZEBHANA

certreq -submit -attrib "certificatetemplate:\&lt;certificate template
from step 2>" \&lt;certificate request file from step 6>

fian

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\Users\Administrator.AUTH\Desktop\usmcertreq. txt

ERUATAR !
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PS C:v\lsersifAidmninistrator.AUTH* certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:iUsers\Administratoer.AUTHY\Des
ktoph\usmcertreq.txt
fictive Directory Enrollment Polic

{4F76160E-DBOC-4D21-A4FD- 2E295ﬂ21??32}
ldap:

e AT RE R IR IEBMALHMFIRE o LWRAIFRIERMAYMERZA http (TRER) 1 DCOM
()EE%%B) iéEiw%o y[]E*%EiI;¥§, iFiii51%§ DCOM iﬁilﬁi

Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local

| (8]4 | | Cancel

IEEIEBMANMIG, PowerShell FE < RequestiD :

PS C:\lUsers\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\UsersM\Administrator.AUTH\Des
ktophusncertreq.txt
Active Directory Enrollment Policy

{hF?61ﬁﬂE ﬂBﬂB 4021-A4FD- 2E295021??BZ}

Certificate request i1s pending: Taken Under Submissien (0D
PS5 C:vUsers™Administratoer.AUTH> _

S;8 ! EIEPMANMARSEE L, FTIEPBMEANE MMC EIRExd, REHEHRENIER. 12T
R IDo ARERBIIZIBERFERWMA

TR EFBMANER TR, HEINRIFULZRIES (5K ID NMICE) o WEITHIER, &
WRER LT+, 2 EHBIXME . EBSHASER, BET—% AXGRINEFEUATIE
In :

© 1997-2026 Citrix Systems, Inc. All rights reserved. 106



BE B I0IEARSS 1912 LTSR

() - Certificate Export Wizard

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {CER)

() Base-64 encoded ¥.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (LPFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

| Mext || Cancel |

KRNI INEHERIEEFFA - PKCS #7 iEH (P7B)’, HEXFEFMRETEE, QIFEPRES
NFREIEE

B 10 . HEESEBXH § HIE) FAS BRSS28 Lo
S 11 . 7 FAS RS2 HHIALLT PowerShell cmdlet, SHEMAMIER S AT FAS RS589 .

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile «<Certificate file from step 10>

flan

Import-FashuthorizationCertificateResponse -address fashsm.auth.net -Id 5Sac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BRE0F

PS C:\Users\administrator.sTU» Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo8bec27@5 C:\Users\administrator.sTu\Desktop\TPM_FAS_cCert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢d-8b2f-4695-8c5d-08bb7df1816b
certificateRequest :
status 1 ok
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EIIAEMV M B R S EMRFMETE TPM B, JEFERLLUT PowerShell 45, H0SEMAN
IEBRFAATERETE TPM &2, N PrivateKeyProvider FERIFI&E A Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FB12: XH FAS BIEEZHIG, AREMENE.

Initial Setup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

AR BALRS T RHEEZRELS,
LR 13 7E FAS EEEH oA EHINLETF, HiRiE ZENKE FrmRANIRE.

=l 3

L RBIREEZMETE HSM PRV EMAAIE BN A FIERAR, LRFBRESEE HSM. 1R/
HSM [ EBIRHEREFSM, FIg0“HSM_Vendor's Key Storage Provider, ”

RGN EBULIFIRIETT FAS BRS58, 1BERER HSM VBN T BEERERF BT,

SR 1. ZERAEEEF OB RIRE FAS HHiE), XSTREIRNT R | “SEIEPER N REIERNA
A"
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates con ancther certificate authority.

Authorize this service

Create an authorization certicate for this service.

A rule defines a smartcard-class certificate that signs users into a Citrix environment,

You have no rules configured.

WIB 2 . EIRER HSM R, UHEERR HSM B9 ProviderName BN 1], 1R ERY
HSM 8 CAPI, NI REERTHRERZFIINNERSIREIZER (CSP). MIREM HSM FH
CNG, NIt rliERIFRHIEFMABIAFMEIRMHIZER (KSP),

S 3 WTRIBECEN !

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadoinParameters.ProviderName™
value="H5M Vendor’s Key Storage Providexr"/>

B ITER A PR -

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KS5P). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— S5pecify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->

<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” wvalue="3" / ——>
<!-— Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.S5upress” value="" / ——>
<!-— Logging: Disable Key Management logs ——>
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>
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A ZREZER HSM 8 CNG, EItk ProviderLegacyCsp {HIZE R false, #1RIEH HSM A
CAPI, M ProviderLegacyCsp ERMNIKE N true, EREHY HSM R A, UHHERE HSM fF
Fi CAPI X2 CNG, HIEEREH HSM MY FINHY, THEIEXHT RSA BIEMZIHFNERAKE,
FIERAS, BAKEIRBERIIAE 2048 (i, BHEEIEENE R KESBEHZF.

5B 4 . EIFET Citrix Federated Authentication Service M MBRE 4 PIEEE,

HB 5 7E HSM REBLER RSA BIAX, Fh@dRE FAS EIRZH B NYIRISEIET-F P AVRN
HKEVBIEBERIBENR,

SR 6. BRIIFANEEERE HSM FER, 510E Windows EHFBEFRNAEFRAE !

AL Bl (/en-us/federated-authentication-service/1912-ltsr/media/fas-privatekeys-eventlog-
hsm.png)

EE L [IRMHIEF | HSM HN BN EIAFEEREER)
SR 7. FIEPBMANMIRS S L, FIERMANE MMC &, EFHEHRENER TS .

At E1& (/len-us/federated-authentication-service/1912-Itsr/media/fas-privatekeys-cammc-
pendingrequests.png)

ARBEZIER, AEEFWMR
AR BULRS S RELE— T RELS,

At E1& (/en-us/federated-authentication-service/1912-Itsr/media/fas-privatekeys-startup-
threestep2.png)

S 8 7L FAS EIRIEFIGHER ML+, HIERLZEMEEPFMERIEIRE,

FAS iFBE6E
FAS {5 FAS BRSEE FHY Microsoft B REMEEIEH. TEBRARKIEE.

EEATEEMYAIETR GUID, iETE FAS IRZ 88 L ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \&lt;FAS server FQDN>

40, MITEHS Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :
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AL B (/en-us/federated-authentication-service/1912-Itsr/media/fas-privatekeys-get-

fasauthorizationcertificate-example.png)

EERNARIERYER, BRA

Get-FasUserCertificate -address \&lt;FAS server FQDN>

40, $i78% Get-FasUserCertificate —address cg-fas-2.auth.net

Ps C:\Users\administrator.sTU> Get-FasUserCertificate fas.stu.net

ThumbPrint ! 2A81185BBF8B696180F5FDE6GFACOFBEFBAEBIOCE
UserPrincipalName : stuart

Role : default

CertificateDefinition : default Definition

SecurityContext

ExpiryDate : 15/07/2021 16:34:50

W{EA HSM 72fERAEREY, HSM BE28@1T GUID $riR. ATLUERMU T AEFKE HSM HhFAERM
GUID :

Get-FasUserCertificate -address \&lt;FAS server FQDN> -KeyInfo $true

flan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true

S C:\Usersh\administrator: Ge

dentifier

ExpiryDate

BXER

« REMECE B FAS REMEBNEESZ R
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« BILE FAS BRETE XS B MRS AREMELE XEFHITT 845,
« HRFA A XERE BRECE XERNE.

ZEeMMSRE

BB B HI8IERARSS (FAS) 5 Microsoft Active Directory #1 Microsoft IEBME MM ZRER. SHH
RAZERELEENMEFRP, HEEIETISRsSEM X BEMEN—FHIE L2 R,

AXHEEHR T FRE FAS BEBRZEEBNZL2RE, ©Esht 7 Al BT HEERIFEMSBIIIEE,

Pk R L1

TEERT FAS SiEREANERARHNZEDR,

FAS BRS 23R SE B AN M IESISR —EM NN R e X BEMSHN—E 5. EEIER,
Citrix Gateway #1 Citrix Storefront 2R EENAY, AFHRITHAFRZMRRKIE ; 5| A FAS AFeEmE
iy Citrix Virtual Apps and Desktops™ £R 14,

Citrix
Federated Authenti-
cation Server

ADFS Server (with
Web Access Proxy)

Certificate Authority Domain Controller

Windows Server Windows Server Windows Server

TLS Server
Certificate

Signature
Certificate

Encryption
Certificate
(not used)

FAS P FAS User UPN
,‘ Certificate ®
Template

Authorization
Certificate

FAS User
Certificates

Kerberos

FAS Autharization
' Certificate
Template

walter@auth.local

Alternative UPN
walter@adfs.ext

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server Windows Server & Deskton indows Server & Desktop
TLS Operating Systems Kerberos QUESEELE
Roat CA TLS Server TLS Server @ FAS User
f Certificate ' Certificate § Cenificate | @ Cenificate
Gateway Server
' Certificate
ADFS Signature
' Certificate
SAML SP (RP)
High Trust Intranet
112
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BAAERIME R 2

Citrix Gateway. StoreFront # Delivery Controller™ éHFFZIEITE’JLT.:.F"LJ\_ [ 443 ERY TLS #
171R1P, StoreFront RSB ENHITHIEESRE, Citrix Gateway NAXIEZET Internet £/ HTTPS i
M 443 B9%E#E

StoreFront fR$3 23813 8% 0 80 FRAMEEINIERY Kerberos BXZ FAS AR 25, BAIIEFER FAS AR
522309 Kerberos HOST/fqdn &12#0 StoreFront AiR$5 2389 Kerberos it EHIKF &1, XRERK
Citrix Virtual Delivery Agent (VDA) & R A P PR xR EEaR,

% HDX R15E#EE] VDA B, VDA B3 iwO 80 BER FAS R385, BMRIIEFA FAS RS 3:
B Kerberos HOST/fqdn &12#1 VDA B9 Kerberos it B &7, Itt4, VDA AR EEiRAW F
BEiRIRNEBFIFLAER.

Microsoft IE B A HMIEZE A Kerberos 18I DCOM #1T@1S, ZBER BB NEREE TCP
w e IEBMANMIEER FAS IRSZBIBHBZEEHEIMRIBIEBE LM CMC BB

iS5 88 BEAE RO

A BHKIERS [in] StoreFront™ #1 VDA B9 HTTP Kerberos,
[out] &) Microsoft IEFHMEZNHMEY DCOM

Citrix % [in] REZEFIHITENIE HTTPS, [in/out] E/3&
B StoreFront fR$32389 HTTPS, [out] E| VDA
#9 HDX

StoreFront [in] 3k B Citrix Gateway B HTTPS, [out]

Delivery Controller B HTTPS, [out] E] FAS B9
Kerberos HTTP

RAF1EHI2R [in] >RE StoreFront ARS8 HTTPS, [in/out]
kB VDA BJ HTTP Kerberos

VDA [infout] 3k B3 {H#EHI88HY HTTP Kerberos, [in]
SR8 Citrix % HDX, [out] ] FAS B9

Kerberos HTTP

Microsoft JIEF A& H 4 [in] 3k8 FAS 89 DCOM F&E4£

Citrix A& S AIIIEARSS & Citrix Cloud™ Z[B]HI&E#E
PERIAT FAS 53 B3R B Pk P R A R 55 Bk S R U R
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- FAS BEZFIE, EAFKAT

o * cloud.com

o *.citrixworkspacesapi.net

o MNRIEBIIREPFERE=H FMHIRERER, WEEHI
« FAS IRSS, TEMILBARSHKF T @ *.citrixworkspacesapi.net
MRENIFETZNIERS SR, 15EA FAS SEZEHSRIRRBER P RIE, Lo, BRERER
netsh S T B ACE MLEARSS 1 B9t

EERR

MEEERI AU TLA !

AT B
U EER MR R RHRIPIEBER
HEER FoBEARIRIZE
IERMANMEIRR B IERMA N
FAS B R ZEMECE FAS RS2
StoreFront/Citrix Gateway B2 5 FCERF S35
BARELEE™ EER Foi& VDA %25

STEERENBAZERENARAE, MMIRIFRBUWRDET ERERF RS,

LIRS E

E1ERY FAS I BEVLBTAREACEN 355 -> FQDN'"EIHRFR#HITIRA. ZHEXR FAS ARSS2R0Y,
EFIHAIIE FAS IRSZ28M) HOST\<fqdn> Kerberos 513, FRiEIAIE FAS BRS2RMIIRSZ 284N
HEMNZES | EBHEER FODN & ; BN, StoreFront 1 VDA AIREREXZRAEIM FAS IRSS 25,

ABRECETHIR, Citrix BIFENREY A TFIFERRIFAEITEN. B FAS BRSS285IRET 5544
by, THIERFRSEFHIFRER,

It GPO RYIZEHINR N R FREMIZA FAS fRSZ5209 FAS BIE5 (F/EUEER) . 5 FAS R
$Seala, HERERIIENE & AR FODN %#5,
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MEBENR

INRIEFABMER FAS BEMIAY Citrix_SmartcardLogon IEPiEk, aTMEREEBIAR, ZIFUTER.
EmAIEHiER

IR ITAELF Citrix_SmartcardLogon B U TS ENALRIRREnBATAE, WA -

« BIBIEBRRIBIAF R EES LU G ERARR R RAITE,

 {#F FAS PowerShell i S EIE FAS, MARFEHREEERAFRE, (BEEAPAEMNGERT
Citrix ZRHAENR BT )

o {#H Microsoft MMC IE B iR E IR Tk Publish-FasMsTemplate i % & RN, FH
- {# New-FasCertificateDefinition ti B EZE FAS, Fi8EERIEIRE .

EERRMYE

IRA] LUEBUEBERP B,

BIMEREITH. FAS RZBKIEPERPIIIIZE. FAS REEBRHEE ¥ BREITIER,

AR B ENE

BMERXLERM, FAS RZBRIEFRIRFIXLEIRE, FAS IRZRBUHER RFSHILHA HEUH
P AR AT,

ESunE Rt
BNESXLREM, FAS RABBIEBRIRPRIXLEIRE,

B X FAS IRERIEMIRE, BEH AR

(SRR B
BEMESOX LB, FAS A5 5AUERE,

EBI AR R
EMERKLREE, FAS FHAFBAEIR,

ety BRI
R MBSO g B AR S IR 3RS,

AR AENT BRERRISEZERE, HFBULBEEER.
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ERRLEME

Citrix B EESXEIRE, LUNICIT FAS RSS2V ENIKF EGIREAZEMINR, FAS RS F
FEHMNR, B2, SEMIEBER—1F, EAEFE

« RDIFEESIRINHE ARR
s AWEIH MU A IREURENR

Subject Name I lzsuance Reguirements
General | Compatibility | Reguest Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

Group or user Names:

8, Muthenticated Users
% Domain Adming (CJWFASYDomain Admins)
4 Domain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Fead
Wite
Enrall
Autoenroll

For special pemmissions or advanced settings, click
Advanced.

EhfERAEBIEY
Citrix B EREEUSX LR 4.

BAREIEFR M UL Active Directory 158 %%, SECERMANMEIERT BHRESHEFM SID, Xig
7 5 Active Directory i 2 FI58ARET,

ESRSSBRIE
RE Citrix FEWXHFH, BEALUERIXEREUNTGENARARE WRFE)
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fEdMmA ERE M
BMERXEIRE, XEIGENIN TR -

Citrix_Smartcardlogon Properties L2 I

General | Compathiity | Requast Handing | Cryptography | Key Attestation |
Superseded Templates |  Exensions | Secunty | Server
Subject Name lssuance Requirements

Frequire the following for enmolment:
[IC4 cetficate manager approval
[+] This number of autherized signaturss: EI

¥ you require more than ene signature, autoenrcliment is not allowed,
F‘uicy type required in signature
| Application policy b |

Application policy
Cartficate Reguest Agert “|

LINCE POICIE:

Add...

Hemaove

Require the following for reenmolment:
{®) Same critenia as for enrcliment
2 Valid exigting cerificate
Alow key based renewal (7)
Reguires subject inforation to be pravided within the cerificate
requast,

*Cortrol ig dizabled due to compabbity settings.

[ ok |[ Cacl || ooy [[ Heb

ESGRAERNY

RE] LEMOXLEIGE, ZIgB S IZE D /I Windows Server 2003 CA (Z2f9hkA 2) , {BERE, FAS
{X3Z#F Windows Server 2008 ME S HRAB CA, b, N_EFTIR, FAS £ZB&EIT1%EF Windows
Server 2008 CA (ZE#ghRkR4s 3) B¢ Windows Server 2012 CA (ZE#IRRA 4) TR EMEMISE,

IEPHANEEE
SEBIMENVEIE R 51 S B E BN A IR SS 38 R (2 MO E HHL5A,

BRI

EEIEBMANMEBREE L EE SRR ERRIRIULIES, IEBMANMERRBIERLHZ
1&iko

—MEENTEMIER, TEE FAS REF[A G EMAVIERIENR, & BFRATERVIM
KidiE, TIWMHER, IERBMEVEEIRREN T EIEFIRECEMVIMIERIER, HEIEREN
FAS ARZ3 2509 5REK,
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B IR
BE, IEBIANEEREREFRNHEBMANRIMEHAEIRE, MMZERIEAER. IEBM
ANMMEE G A MUEE DCOM TCP MEFAIEMN, UERE FAS RSEF BEIFKIER.

SRR
AINBRT, EECEMTIIERAVE &L e LUER OV A R B EANREBER R A A P UL E
Fo NMEARESEMAIEEBM AN B IR E IR A —AIFFINAE

(® Do not restrict enmliment agents
() Fleetnict enrcliment agents

Enrolment agents:

HRBRIRIRA BRI
WFSREBE, FINEREEXREERRRERNTRIEBMAL.

FAS B8

FAS BEZ ML £IRE,

s&Eid ACL [RB#l StoreFront. FBF#1 VDA
FAS R R A% O H L Kerberos 1K RILAIG B THEE -
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hiRAE PN

StoreFront [IdP] XLE Kerberos tk P Z{EE, AIEBAFBIER
W BRI, MNREA— P ERIAR,
MBIAF FAS BLE SRR F eI FH(ERIIE
o

VDA [Relying party] XLEZAFHIEBMLBNITEN. TFTE
|dP 1o 3RAIVEIR @, FIbItAHZIR/Y VDA
kP R T R AREEA R,

BF XEF T LR LS IdP ¥FS,. EEER,
XEIEBME AR R MR b B i
HEE, BE, BNTEIIRPNIEIEFN
Bk o XATLARS IESZ AT StoreFront i P 4%
PRIZFAEIESRNEELRR. 32, tLACLR
RSB R,

BCEXLMm
INRZANRIZA Citrix Virtual Apps™ Y, Citrix Virtual Desktops S8EFE AR FAS RSS2 EALE
M, WMNSEER. 8N HNEE —HRMPEEEDN ; 852, ACL FJLUhIIREE,

S BIE B MER

AREBBEFRRRH CA BB ENARRBIARRR. BRECE P RRIEI R F R IIREIREE
EERABNIES. Hla0, #IRFIANES R A eelE b NE B P ARE D BIIEH,

RIEANME RIS

FAS EERAILUEH BT EMIIERIEREERIEAFR REREA. Flil, XEIUATNERET
R ZH"ES, MYEERANERIEBNEERNER,

FFARIFMERKE

FAS EIZGIAILAY FAS ECE A FFLAFMEEEH R 2EIR (HSM) HEJEFaRR (TPM) Ho Citrix
BNEDRFEMIADIEBIRAFMET TPM FRLGHTRIP § IEER B IEBIERIEN—B 2
et

E#E, BFPIEPFIARUIZEMEIE TPM 5% HSM 1, FRE RPN ERNAISH S, HEKEE
D F3 2048 il
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SHEE
FAS IRS#RIRMEIFANEENTTHNEAHEE, IRTHEITHMAREL,

EEpRAMEETAR

FAS 2@ izi2E1EIEE (HESHIRIER Kerberos) TR, “AMERERA MG FAS ECEH
B, NMFA%Erity)R.

BAEBINA. BAEREEA VDAEER

BE, FAS BRI Delivery Controller 1 VDA BEIERHNZE£ER, FA FAS'EIEARR
7 “Active Directory 253", Controller 1 VDA BI2AN NG S ZEENAF, N4FHE N
EMHHE

—% Windows IRZREZ 2%

FRERRS BN T2 T4 T, HE&EIMERMENPRENRG. 12 X BEEMISERS RN RE
EVERENME, FESREMENERNE T,

HITNEHEEN L 2t FREETETEN L.
RDP iR NAXRTFIRINEES, EARENIERT, BRAKFANERERFER, LEENTIERIM
AN EE SRR,

BXER
. REARE £ FAS RENRBNTESE,
« FAS ZRMIIE ERBLRH) XEPNLE,

- HRFR A XER RREE XERNE,

2R Windows & F 0]

AXNABEARFERIEPN/HEEFRERN, Windows RN BERNEIRER. XLAERMEATA
FHESHIIERBAME R,

IEBH L FAEMEE
Windows Active Directory 3P Z/MEREE, BTEERERAFPHESR,

o NTAuth IEB7EAE © @ Windows HITHMRIIUE, WENMARFIEBRIEEMANAE BIFR%
FEENIA) WIETE NTAuth FiER, EEEXEEH, 157E certutil R 4IA © certutil —

viewstore —enterprise NTAuth,
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o BIERMAPEREREMR | BE, IIPERRARGEREEMNMED, RINRERIERSE, NG
HEN EFEERBEFEENNS S XL, RIEPURANTZEENREER, AIBE_ITE
FHAALF NTAuth 726859,

ERIEBY EBMASEEE © Windows FILECE A58 HI0IE EKU FIEMIEPEE, 52IH

Microsoft 4% . <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

SRR PN
AllowCertificatesWithNoEKU R, RSN aEE R BEAR
7% (EKU)o
AllowSignatureOnlyKeys FRIANBER T, Windows RTfEHARDIF RSA f#

BHNERFH, EMSE &% THhikes.

AllowTimelnvalidCertificates ZMANER T, Windows £k 3 ERRYIEH,
RIS B = 1% 51 ES.

EnumerateECCCerts E BRI &S D I0IE,

X500iR REE INRIEPARTEM—R AP EELH (UPN)”,
HEBAREFEEE X, EMAIFAFP FohisE
H Windows EFRMKF,

UseCachedCRLOnlyAnd, PHERENE (BEEEHEHESELIESE)

IgnoreRevocationUnknownErrors

EIRHISRIES | N7 3 Kerberos EEHITRMINIE, PREIRS 2L IE BN AT HIEH]
2 EH. AIUER AT EAIER N AFE MMC EE S TRBIERKXEIEH,

UPN A #FA0IEH Mt
NP IEBEETE BN BHa S B ERH (UPN),

Active Directory i UPN & ¥

ZHANBERT, Active Directory RIS MR E#E—TF2I UPN, EERH
\&lIt;samUsername>@\&It;domainNetBios> # \&It;samUsername>@\&It;domainFQDN>, =] FAig#l
FQDN S Z1EMBY RootDSE B, EFE, B MHARILTE RootDSE FiEMZ FQDN Hilk,

Itt4), Active Directory FEIE AP E#E—TEIN UPN #l altUserPrincipalNames, X215 E B
FF UPN B LDAP %&E.
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B UPN #ZRAFEY, Windows BT AIE (BT & UPN FU#ENSR) FERER
UPN, RAEEHER UPN, MIRKXBET, EREHRIN UPN, 1% UPN AJReRET AMAERIAR
ik

UEPBRET AR SS

WMRIEBATZEIN UPN, Active Directory AJLUEFERTE“X509certificate” B4R ABNTRAEEHE—
BN AT, ENEERENARR, BV AUNERETBLEYE FHABERT, TR
H) .

RGHRM T — MR, HAFEE—TAFPKE, WNRIEREE, HRFEBRIMEHERL

ThEEo

WMNRMPFEEZS MY, FEBFREAMIEEE, N Active Directory rootDSE £18E IE HRET AR SZHY
fiiE, WRSBEMTERBHERITEN L, HEBEMABFERE x509certificate BHNEEZME, Lthit
BNAAFRET RS EREIIFPEF K,

PRGBS RN FI SR

HIMRE I L MMIIERRE, BEEHREIBTESMIEIEREIZEFIZRIEEER, XEUERAMEER
BE

JCNO

PR AR

E58H Windows FER4FER Windows IFHEFISR#HTER, AILUERECE Imhosts X
(\Windows\System32\drivers\etc\Imhosts) RZ3{i&E Windows i+ EH{E RIS EZEHIZR 5K,

BB EE— NN Imhosts.sam"BRBI M, RETE—1T:
1.2.3.4 1T HI23NetBIOS £ #1 #PRE #DOM:mydomai
Hh+1.2.3.4"2“mydomain™ig 14 #9“dcnetbiosname” B9 HI25 A9 1P sk,

E#FEshE, Windows itBEAFERIZERERE mydomain, EEE, FRTMEHIVERILE
Bo

IR IETE ARSI H 23

BB, Windows &fFEREREFAIFHZESIZIKE—" MSDOS M BT £, EEFIMER, 1B5FEH
5% . echo %LOGONSERVER% E it SRR o

5 S pI0IEE X B B EFEE e R BRI R L.
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B R EESEt

AIAMBR T, Windows EZEHIS A EATENIKA FZAS. XALETHARBRIESRTLTLIRE

PHEZREEHITES. BRAE, BIEFISRIEREAEXHRERTNNEAHEERER.

File Action View Help
oo 2E B D

=l Local Computer Policy
4 & Computer Configuration
B Software Setfings
4 ] Windows Settings
[ [ Mame Resolution Policy
=] Seripts (Startup/Shutdown)
A Ea Securty Settings
4 [ g Account Policies
[ [ Password Policy
B 4 Account Lockout Pelicy
b [ @ Kerberos Policy
4 g Local Policies
b Audit Pelicy
b @ User Rights Assignment
b [ g Security Options

7 Whindsae Fiessisall udbbh Adhismead Tamiisiks

Palicy - Security Setting
2] Audit account logon events Success, Failure
| Audit account management Success, Failure
2| Awdit directory service access Mo auditing

| Audit logon events
] Audit object access Mo auditing
2] Audit policy change

Success, Failure

Success, Failure
2| Aualit privilege use Failure

L] Audlit preeess tracking Me auditing

| Aneclit system events Success, Failure

IEBRIEEE
REEERE

WMREEEFIEPESH N DERIIER (EEFR) , EAIUEBUTHSITE#ITEIE | certutil —verify

user.cer

Ef cAPI HEiZR

RIS Pt EN L, IHEHEEBEFH N Microsoft/Windows/CAPI2/Operational Logs /2

ABEFIER.

EAI LGB A TR RIIES] CAPI BEIER @ CurrentControlSet\Services\crypt32.

=

DiagLevel (DWORD)

DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

ik
AR (0 B 5)
EHimikes (S EREEMA OxIfffff)

FHIERFImE (B8N, LSASS.exe)
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CAPI BE
A

AfESad
I mIE

X509 Xf5

JOIE SRR

HIRER

HIRAE

IEBARERE

IEBRIBREHIR

IEBEREIR

Kerberos H7E

B
réé

LSA i CertGetCertificateChain (G13E4%5
2)

LSA JAF CertVerifyRevocation (GFE455R)
EFMERXT, IEBAIERR SR (CRL) &
AR

AppData\LocalLow\Microsoft\X5090bjects

LSA JAF CertVerifyChainPolicy (813F&#8)

DU

BREFIEBEAERITENBFRENERBNRE
ERMRIEBEFEFANERE,

FTEMIES CRL & RIsERMUL T REF
B9 CRL, WISRERFIMITRIENE, XFMELLE
K. BEEH IEBMNREMEN B,

RIEBNERTER. flal, ErsEERSE:
IERHZHIER.

Z /2 A Kerberos BERIER, BEEEHSMNRLAAITEN LB T EMKRE !

ECE&T

CurrentControlSet\Control\Ls LogLevel

a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

KerbDebuglevel

KdcDebugLevel

B {& [DWORD]

Ox1

OXffffffff

Ox1
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AcE&T =E2E {& [DWORD]

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

Kerberos HEIERmHRIRASHFHE

o B AZEEIIER X E RN IZBEB Z1Z2 1.

s MPEHEIZABEERMN, AIUREMZ
o KDC_ERR_PREAUTH_REQUIRED (AT 5|BigiZHIzgzmERES)
o RHFEIR Ox4b

EHEEHER
ABNAURPERIEBER, S22 T rs TN B SRR,

1128 CAPI2 BE
iEfSR el E
EHIREARIE (VDA) Z2BE

VDA CAPI B7E

VDA R4 HE

IE#eEI2E cAPI2 BE
EESEE, SIS AREAREMIES, FERUTHANAEREE5),

Operational MNumber of events: §

Level Date and Tirme Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Palicy
(i Information 2170672016 151454 CAPIZ 11 Build Chain

(i) Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects
l{:I:IInErr:um‘iati-::nn 21/06/2016 15:14:54 Cap2 41 Verify Revocation
@In!‘nrmatian 21/06/2016 151454 CAPZ 40 Verify Revocation
®|nf0rmaﬁﬂn 21706/ 2016 15:14:54 CAPIZ 10 Build Chain

SANEHAEEERT, 3428 EH Isass.exe 1R1E VDA 1IZHANFBHET —NE, HWBIrE
B (ZEBRH) . £RIR[EIN“ERROR_SUCCESS,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain

[ chainRef] [FFO3F7OB-52F3-4C93-877A-5DFFE40B9574)
- Flags

[value] ]
- Status

[ chainindex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame] lsass.exe

= CorrelationAuxinfo
[ Taskld| {FEETFD3F-628F-4CT6-9B1C-409FEDT 263 158F)

[ SeqMumber] 1
- Result
[ value] 0

HEFSRZEEE

IR ET—RINEREYN, XHEBHRE 4768, HHEPEATIMA Kerberos ZiERFZiE
(krbtgt)o

Itz BIRYE B B RARS B8 IT ENK A/ EfE M EERISR#H T MR, WeEERERETH
krbtgt BYF 1K A IE7E B T RIEHE R SR 1T B 17 11k,
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Keywaords

"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success

Date and Time Source Event D Task Category

21/06/2016 15:14:56 Security-Auditing 4624 Legen

21/06/2016 15:14:56 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
ﬂtﬁudﬁ Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
':akﬂud'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-137711700&-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 49345
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F
VDA R2HE
EEREHMNE VDA ZEEZBEEREMH ID 7 4648 BYKH, JEE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
R VDA CAPI B 2 R3RE Isass.exe BIBANEMERMIERS, BFWIEEZESES

(dc.citrixtest.net)o

I:D Information
@ Information
@ Information
@ Information
@ Infarmation
@ Infarmation

21/06/2016 1314:34
21/06/2016 13:14:34
21/06/2016 13:14:34
217062016 13:14:34
21/06/2016 15:14:34
21062016 15:14:54

CAPIZ
Capl2
CAPI2
Capl2
CAap2
CAPI2

30

41

10

Verify Chain P...
Build Chain
X308 Objects
Verify Revocat...
Verify Revocat...
Euild Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZEBE

B A Kerberos BEIERGE, RAEHERERTEIZ KDC_ERR_PREAUTH_REQUIRED (AJILZ
B&) , UUKKHE Winlogon #9528, Z7R Kerberos BRI,

(T} Infarmation 21/06/2016 151456 Winlegon 7001
';}'Errar 21/0672076 13 74:34 Security-Eerberos 3
<] [T | 5
Event 7001, Winlogon »
[ General | Details |
® Friendly View () EML View
- System ~
- Provider
[ Name] Microsoft-Windows-Winlogon
[ Guid] [(DBESB383-TCF3-4331-91CC-A3CB16A3B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
» Timal raatar

RARAFHEIRER

ATIHH T £ Windows ERTTE LRAF BRAELEIRER.
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BREGHEIRER REAMSE
TESHI A P 2 B ERD HEALARERERERENERMILG, B

Kerberos 13 HI281E4E 7 &%, 1B2RANX
M“Kerberos HZE'&8%7

RATEERE. TERIEENEE, | R IERIRR TR, HEEIER SR A RECES

ZIFR FERFEMEIENIES, NEEGsEE
fAt“Kerberos SAIIE". “HIEHR S 1010
ISR RIEEIE R, BIEMBIEBEEKRE
*, BEBEERIH.

RATEFHEER. BTEMIERNEREFIE FENEBMRIEBREEERMIT BN L. 15

PAREE S BN AREMEEN,
EIRIER XBEERTER LN BRERIRE, &

RSA ZfAA%E (<2048 i) o

BxXER
o EEEBIHLUHITEEEEE R | <http://support.citrix.com/article/CTX206156>

o BEEFEFREME | <https://docs.microsoft.com/zh-cn/previous-versions/windows/

it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

« EF CAPI HEIEH | <http://social.technet.microsoft.com/wiki/contents/

articles/242.troubleshooting-pki-problems-on-windows.aspx>
« EH Kerberos HEIES | <https://support.microsoft.com/zh-cn/kb/262177>

o FRE=FIEPMAVEEREEEETRAEN © <https://support.microsoft.com/zh-
cn/kb/281245>

PowerShell cmdlet fip5>

TR LR XS B IIEARSS (FAS) EERER B TESEE ; B2, PowerShell RERM T ESR
BUIEI, SNRIETH R ERER S PRI BRYIEIT, Citrix® Bi{XEERA PowerShell #1TECE.,

LUR e 7" I0 FAS PowerShell cmdlet 8345
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7£ PowerShell O, EAILAER Get-Help \<cmdlet name> X7~ cmdlet #Ef,
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B X FAS PowerShell SDK cmdlet s SEIEZE R, 15EIH <https://developer -
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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Federated Authentication Service 1912 X4
AseidR

TRNE T 3 Federated Authentication Service 1912 XHEHNEEFER, BEINE X XLEFHIE
M, 1B51Ti% RSS &

B#A B i
18 Dec 2019 Federated Authentication Federated Authentication
Service 1912 BI¥IEARRA Service 1912 B#IIRRRA., B

XFMER, BBHEFIBEE

o
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